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Package Contents 




Contents of Package: 

■ D-Link 4/rPlus Xtreme G DI-824VUP High-Speed Enhanced 
2.4GHz Wireless VPN Router 

■ Power Adapter - 5V DC / 2.5A 

■ Manual on CD 

■ Quick Installation Guide 

Note: Using a power supply with a different voltage rating than the one included with the 
DI-824 VUP will cause damage and void the warranty for this product. 

If any of the above items are missing, please contact your reseller. 

System Requirements For Configuration: 

■ Ethernet-Based Cable or DSL Modem 

■ Computer with Windows, Macintosh, or Linux-based 
operating system with an installed Ethernet adapter 

■ Internet Explorer version 6.0 or Netscape Navigator 
version 6.0 and above, with JavaScript enabled 
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Introduction 



The D-Link AirPlus Xtreme G DI-824VUP Wireless Broadband Router is an 
802.1 1g high performance, wireless router with two printer ports, one parallel 
and one USB. It is an ideal way to extend the reach and number of computers 
connected to your wireless network. 

Unlike most 802.1 1 g routers, the DI-824VUP is capable of data transfer speeds 
up to 54 Mbps (compared to the standard 11 Mbps) when used with other D- 
Link >4/rPlus Xtreme G products such as the DWL-G650 and DWL-G520 
Wireless Adapters. 

After completing the steps outlined in the Quick Installation Guide (included in 
your package) you will have the ability to share information and resources, as 
well as share a printer wirelessly on your network. 

The DI-824VUP is compatible with most popular operating systems, including 
Macintosh, Linux and Windows, and can be integrated into a large network. 
This Manual is designed to help you connect the Router and D-Link /4/rPlus 
2.4GHz Wireless Adapters into a network in Infrastructure mode. Please take 
a look at the Getting Started section in this manual to see an example of an 
Infrastructure network using the DI-824VUP. 
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Connections 




COM port provides serial 
connection for a backup 
analog dial-up modem. 



All ports (both LAN and WAN) 
auto-sense cable types to 
accomodate straight-through or 
cross-over cable. 



Pressing the 
Reset Button 

restores the 
router to its 
original factory 
default settings. 




The LPT port or USB port is 

used to connect to your local 
printer. 



LAN ports provide 
connections to Ethernet- 
enabled devices. 



Features & Benefits 



WAN port is the connection 
for the Ethernet cable to the 
Cable or DSL modem. 



Receptor 
for the 
Power 
Adapter. 



Connects multiple computers to an Ethernet Broadband (Cable or DSL) 
modem to share the Internet connection 

Supports VPN pass-through, providing added security 

Advanced Firewall features for added network security 

DHCP server support enables all networked computers to automatically 
receive IP addresses 

Wireless connection of up to 54Mbps 

Web-based interface for Management 

Access Control to manage users on the network 

Maximum reliability, throughput and connectivity with automatic data rate 
switching 

Stronger network security with 256-bit encryption 

Printer port enables connection to a network printer 

WAN and LAN ports auto detect cable types (straight-through or cross-over) 

UPnP supported 



Note: Please refer to the Resetting the DI-824 VUP to the Factory 
l\ Defualt Settings section in this manual for instructions on how to use 
the Reset button. 



LEDS 



LED stands for Light-Emitting Diode. The DI-824VUP has the following LEDs 
as described below: 



LED 


LED Activity 


Power 


A steady light indicates 

a connection to a power source 


WAN 


A solid light indicates connection on the 
WAN port. This LED blinks during data 
transmission 


Status 


Flashes once per second to indicate the 
unit is working properly 


COM 


A steady light indicates a connection to a back- 
up dial-up modem. 


USB 


A steady light indicates a connection to a USB 
printer. 


LPT 


A steady light indicates a connection to a 
parallel printer port 


WLAN 


A blinking light indicates that the wireless 
segment is ready. This LED blinks during 
wireless data transmission. 


LOCAL 
NETWORK 
(Ports 1-4) 


A solid light indicates a connection to an 
Ethernet-enabled computer on ports 1 -4. This 
LED blinks during data transmission. 



Wireless Basics 

D-Link AirP\us wireless products are based on industry standards to provide easy-to- 
use and compatible high-speed wireless connectivity within your home, business, or 
public access wireless networks. Strictly adhering to the IEEE standard, the D-Link 
/4/rPlus wireless family of products will allow you to securely access the data you want, 
when and where you want it. You will be able to enjoy the freedom that wireless networking 
delivers. 

A wireless local area network (WLAN) is a cellular computer network that transmits and 
receives data with radio signals instead of wires. Wireless LANs are used increasingly 
in both home and office environments, and public areas such as airports, coffee shops, 
and universities. Innovative ways to utilize WLAN technology are helping people to work 
and communicate more efficiently. Increased mobility and the absence of cabling and 
other fixed infrastructure have proven to be beneficial for many users. 
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Wireless Basics 

Wireless users can use the same applications they use on a wired network. 
Wireless adapter cards used on laptop and desktop systems support the same 
protocols as Ethernet adapter cards. 

Under many circumstances, it may be desirable for mobile network devices to 
link to a conventional Ethernet LAN in order to use servers, printers, or an Internet 
connection supplied through the wired LAN. A Wireless Router is a device used 
to provide this link. 

People use wireless LAN technology for many different purposes: 

Mobility - Productivity increases when people have access to data in any 
location within the operating range of the WLAN. Management decisions based 
on real-time information can significantly improve worker efficiency. 

Low Implementation Costs - WLANs (Wireless Local Area Networks) are 
easy to set up, manage, change, and relocate. Networks that frequently change, 
both physically and logically, can benefit from WLANs ease of implementation. 
WLANs can operate in locations where installation of wiring may be impractical. 



Installation Speed and Simplicity - Installing a wireless LAN system can 
be fast, easy, and can eliminate the need to pull cable through walls and ceilings. 



Network Expansion - Wireless technology allows the network to go where 
wires cannot. 



Scalability - Wireless Local Area Networks (WLANs) can be configured in a 
variety of topologies to meet the needs of specific applications or existing 
infrastructure. Configurations are easily changed and range from peer-to-peer 
networks suitable for a small number of users to larger infrastructure networks 
to accommodate hundreds or thousands of users, depending on the number 
of wireless devices deployed. 



7 



Wireless Basics 



The DI-824VUP is compatible with other D-Link AiiPlus Xtreme G 802.11 g 
products, which include: 

♦ Enhanced 2.4GHz Wireless Cardbus Adapters used with laptop 
computers (DWL-G650) 

♦ Enhanced 2.4GHz Wireless PCI cards used with desktop computers 
(DWL-G520) 

Standards-Based Technology 

Based on the IEEE 802.11g standard, the DI-824VUP is interoperable with 
existing compatible 2.4GHz wireless technology with data transfer speeds of 
up to 54Mbps (with the D-Link AirPlus Xtreme G family of wireless devices,) as 
well as standard 802.1 1b technology (the D-Link /4/rfamily of wireless devices), 
with speeds of up to 1 1 Mbps. 

Installation Considerations 

The D-Link AirPlus Xtreme G+ DI-824VUP lets you access your network, using 
a wireless connection, from virtually anywhere. Keep in mind, however, that 
the number, thickness, and location of walls, ceilings, or other objects that the 
wireless signals must pass through may limit the range. Typical ranges vary 
depending on the types of materials and background RF (radio frequency) noise 
in your home or business. The key to maximizing wireless range is to follow 
these basic guidelines: 

1 . Keep the number of walls and ceilings between the DI-824VUP and 
your receiving device (e.g., the DWL-G650) to a minimum-each wall or 
ceiling can reduce your D-Link AirPlus wireless product's range from 3-90 
feet (1-30 meters.) Position your receiving devices so that the number of 
walls or ceilings is minimized. 

2. Be aware of the direct line between routers and computers. A wall that is 

1 .5 feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet 
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! 
Try to make sure that devices are positioned so that the signal will travel 
straight through a wall or ceiling for better reception. 

3. Building Materials make a difference - a solid metal door or aluminum 
studs may have a negative effect on range. Try to position wireless 
devices and computers with wireless adapters so that the signal passes 
through drywall or open doorways and not other materials. 

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical 
devices or appliances that generate RF noise. 
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Getting Started 



With its default settings, the DI-824VUP will connect with other 
D-Link Air or AirP\us products, right out of the box. 



With a single IP Address from your Broadband Internet Service provider you 
can share the Internet with all the computers on your local network, without 
sacrificing speed or security, using D-Link Air networking products. 



Note: If you are using a DHCP -capable router in your network setup, such 
as the DI-824VUP, you will not need to assign a static IP Address. 

If you need to assign IP Addresses to the computers on the network, please 
remember that the IP Address for each computer must be in the same 
IP Address range as all the computers in the network, and the Subnet 
Mask must be exactly the same for all the computers in the network. 

For example: If the first computer is assigned an IP Address of 1 92.1 68.0.2 
with a Subnet Mask of 255.255.255.0, then the second computer can be 
assigned an IP Address of 1 92.1 68.0.3 with a Subnet Mask of 255.255.255.0, 
etc. 

IMPORTANT: If computers or other devices are assigned the same IP 
Address, one or more of the devices may not function properly on 
the network. 



An Infrastructure wireless network contains an Access Point. The 
Infrastructure Network example, shown here, contains the following D-Link 
network devices: 

A wireless Broadband Router - 

D-Link AiiPlus Xtreme G DI-824VUP 
A laptop computer with a wireless adapter - 

D-Link 4/rPlus Xtreme G DWL-G650 
A desktop computer with a wireless adapter - 

D-Link 4/rPlus Xtreme G DWL-G520 
A Cable modem - 

D-Link DCM-201 



r 



IP ADDRESS 
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Getting Started 



Please refer to the following 
sections of this manual for 
additional information about 
setting up a network: 

Networking Basics - learn 
how to check and assign 
your IP Address; share 
printers and files. 

Using the Configuration 
Menu - learn the settings for 
the DI-824VUP, using the 
web-based interface. 

Troubleshooting - learn 
how to check for common 
installation issues and other 
tips for troubleshooting. 



USB/Parallel 




Computer 3 

Desktop PC or Laptop 
(Wireless Adapter Required) 



Please remember that D-Link 4/rPlus wireless devices are pre-configured to connect 
together, right out of the box, with their default settings. 

For a typical wireless setup at home (as shown above), please do the 
following: 

You will need broadband Internet access (a Cable or DSL subscription line into 
your home or office). 

^| Consult with your Cable or DSL provider for proper installation of the modem. 



Connect the Cable or DSL modem to the DI-824VUP wireless broadband router 
(See the Quick Installation Guide included with the DI-824VUP) 



If you are connecting a desktop computer to your network, you can install the 
D-Link AirP\us Xtreme G DWL-G520 wireless PCI adapter into an available PCI 
slot. (See the Quick Installation Guide included with the DWL-G520.) 

If you are connecting a laptop computer to your network, install the drivers for 
the wireless cardbus adapter (e.g., D-Link /4/rPlus Xtreme G DWL-G650) into a 
laptop computer.(See the Quick Installation Guide included with the DWL- 
G650.) 

Connect your printer to the printer port on the DI-824VUP. Please refer to 
the quick installation guide for loading the print server software. 
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Using the Configuration Menu 



Whenever you want to configure your network or the DI-824VUP, you can access the 
Configuration Menu by opening the web-browser and typing in the IP Address of the 
DI-824VUP. The DI-824VUP default IP Address is shown below: 

■ Open the web browser 

■ Type in the IP Address of 
theDI-824VUP 



File Edit View Favorites Tools Help 

O B k 0 S © ft 



Address ,£} http://1 92.1 68.0.1 



to enter the correct IP Address. 

The factory default User name is admin and the default 
Password is blank (empty). It is recommended that you 
change the admin password for security purposes. Please 
refer to Tools > Admin to change the admin password. 

Home > Wizard 



D-Link 





[connect to 192.168.0.1 ? }{x\ 




DI-824VUP 




User name: 


| 6 admin 


Password: 


I I 




O Remember my password 




OK ] [ Cancel | 



Advanced Tools Statu: 



The DI-824VUP is an Ethernet Wireless Router ideal for home networking and 
small business networking. The setup wizard will guide you to configure the Dl- 
S24VUP to connect to your ISP (Internet Service Provider). The DI-S24VUP's easy 
setup will allow you to have Internet access within minutes. Please follow the 
setup wizard step by step to configure the DI-824VUP. 



o 

Help 



The Home>Wizard screen will 
appear. Please refer to the 
Quick Installation Guide for 
more information regarding the 
Setup Wizard. 



Clicking Apply will save changes made to the page. 

Apply 

Clicking Cancel will clear changes made to the page. 

Cancel 

Clicking Help will bring up helpful information regarding the page. 

Help 

Clicking Restart will restart the router. (Necessary for some changes.) 

Restart 



11 



Using the Configuration Menu 



Home > Wireless 



D-Link 





Advanced Tools 



Wireless Settings 

i ■ i 1 - in .in ■ ii . , > i h, 



Network ID(SSID) 
, . ns 
WEP 

WEP Encryption 



default 



O Enabled ® Disabled 

64 Bit 



WEP Key 1 ® Q 
Key 2 O \Z 
Key 3 O H 
Key 4 O C 



802.1 X Settings 

O Enabled ©Disabled 
Encryption Key Length Len g tn Q 64 bits O 1 28 bits O 256 bits 
Lifetime 5 Minut es v.| 



RADIUS Server 1 



r 



B i a reef ;; - ■ 



O O o 

Apply Cancel Help 



SSID 



Channel 
WEP 

WEP Encryption 

64-bit 
128-bit 
256-bit 

Keys 1-4 



default is the default setting. All devices on the network must 
share the same SSID. If you change the default setting, the 
SSID may be up to 32 characters long. 

6 is the default channel. All devices on the network must share 
the same channel. 

Click Enabled or Disabled (default). 

Select the level of encryption desired: 64, 1 28, or 256-bit. 

Requires 10 digits 
Requires 26 digits 
Requires 58 digits 

Input up to 4 WEP keys using Hexadecimal format; select the 
one you wish to use. 



Hexadecimal digits consist of the numbers 0-9 and the letters A-F. 



WEP ( Wired Equivalent Privacy) If you enable encryption on the 
DI-824VUP, make sure to also enable encryption on all 802.1 1 b and 
802.1 1g wireless clients, or wireless connection will not be established. 



12 



Using the Configuration Menu 

Home > Wireless (Continued) 



802.1 x 



D-Link 




©Enabled ©Disabled 
Encryption Key Length Lensth Q 64 bits O 1 28 bits O 256 bits 

Lifetime |j5 Minutes 
RAtSlUfi'asfyer 1 IP 



Put 



& o o 

Apply Cancel Help 



The 802. 1x is an authentication method which is designed to 
compliment the existing WEP encryption. During the authentication 
process, the server verifies the identity of the client attempting to 
connect to the network. With the proper client account and encryption 
key, access to the network is granted. Unfamiliar encryption key or 
clients are denied from accessing the wireless network. This feature 
will help safe guard a Local Area Network (LAN) from unwanted 
visitors. 



To take the full advantage of the 802.1 x in DI-824VUP, all of the 
wireless devices on your network must be 802. 1x compatible and 
must have the 802.1 x feature enabled to communicate with the router. 
(Note: Windows 2000 users will find a few downloads to enable 
802.1 x clients on the Microsoft website.) 

Encryption Key Selection for Encryption Key 

64 bits - This will generate a 1 0 digit Dynamic Key value for 
encryption. 

1 28 bits - This will generate a 26 digit Dynamic Key value for 
encryption. 

256bits - This will generate a 58 digit Dynamic Key value for 
encryption. 

Lifetime - Select the period of time before a new Dynamic Key 
is generated. 

RADIUS Server Enter the IP address and port number of the RADIUS server that 
will be used as the 802.1 x authenticator. Enter the secret key that 
has also been entered into the RADIUS server's configuration. 

13 



* Dynamic Keying is a 
technique for changing 
the WEP Key used 
between the supplicant 
(wireless client) and the 
access point. 



Using the Configuration Menu 

Home > WAN 



Guiding Networks iw People 



D1-824VUP 



High-Speed 2.46 Hz Wireless Router 




WAN Settings 

Please select the appropriate option to connect to your ISP. 



0 Dynamic IP Ac ; 

O Static IP Address 

0 PPPoE 

O Dial-up Network 
C) Others 

Dynamic IP Address 

Host Name 
MAC Address 

Primary DNS Address 
Secondary DNS Address 
MTU 

Auto-reconnect 
Auto-backup 



"l I !! 1 i I , II =',1 ! L -! |l !l> i - >'!' 

from your ISP. (For most Cable modem users) 

Choose this option to set static IP information provided to 

you by your ISP. 

Choose this option if your ISP uses PPPoE. (For most DSL 
users) 

To surf the Internet via PSTN/ISDN. 
PPTP and FJigPond Cable. 



J (Optional) 



|00 | . |S0 ~[ |C8 | . |C2 ~[ |BD | . |44 ] 
Clone MAC Address 



©Enabled O Disabled 
O Enabled ©Disabled 



I *A A A 

Choose WAN Type 

WAN stands for Wide Area Network. In this case WAN represents the mode in which 
your ISP connects to the Internet. If you are uncertain, please ask your ISP which of the 
following represents your connection mode to the Internet: 

Dynamic Obtain an IP address from your ISP automatically (mainly for 

IP Address Cable users). 

Static IP Address Your ISP assigns you a Static IP Address. 

PPP over Ethernet Some ISPs require the use of PPPoE to connect to their 
services (mainly for DSL users). 

Dial-up Network Dial-up users can select this option to connect to their ISP 
through an analog dial-up modem if broadband connectivity 
is unavailable. 

Others 

PPTP For use in Europe only. 

Big Pond Cable For use in Australia only. 
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Using the Configuration Menu 



Home > WAN > Dynamic IP Address 



D-Link 



D1-824VUP 




v4/>Plus 

High-Speed 2.4GHz Wireless Router 

Home M.Hi.l.UJ.lMW.'n^^THlTe^M^™ 



WAN Settings 

-ii i i . • ' i] [ i > ri nut it i , 



0 Dynamic IP Address 

Q Static IP Address 

O PPPoE 

Q Dial-up Network 
0 Others 

Dynamic IP Address 

Host Name 
MAC Address 

Primary DNS Address 
in i- r i - « n 
MTU 

Auto-reconnect 
Auto-backup 



Choose this option to obtain an IP address automatically 
from your ISP. (For most Cable modern users) 
Choose this option to set static IP information provided to 
you by your ISP. 

Choose this option if your ISP uses PPPoE. (For most DSL 
users) 

To surf the Internet via PSTN/ISDN. 
PPTP and BigPond Cable. 



|0O \\ 80 "[ ■ |CS | - |C2 "] ■ |BD | . |44 ~| 



: ■ ■ .* idrss 



©Enabled ODisabled 
©Enabled ©Disabled 



Most Cable modem users will select this option to obtain an IP Address automatically 
from their ISP (Internet Service Provider). 



Host Name 



This is optional, but may be required by some ISPs. The host 
name is the device name of the Router. 



Renew IP Forever 



MAC Address 



Enable this feature to allow the router to automatically recon- 
nect to the ISP if the connection drops. 

The default MAC Address is set to the WAN's physical inter- 
face MAC address on the Router. 



Clone 

MAC Address 



This feature will copy the MAC address of the Ethernet card 
from the computer that is logged into the router, and replace 
the WAN MAC address of the Router with this Ethernet card 
MAC address. It is not recommended that you change the 
default MAC address unless required by your ISP. 



15 



Using the Configuration Menu 

Home > WAN > Static IP Address 



High-Speed 2.4G Hz Wireless Router 



DI-824VUP 



Home 



Advanced 


Tools 


Status 


Help 





WAN Settings 

Please select the appropriate option to connect to your ISP. 



O Dynamic IP Address 

(i) Static IP Address 

O PPPoE 

Q Dial-up Network 
O Others 

Static IP Address 

IP Address 

Subnet Mask 

ISP Gateway Address 

Primary DNS Address 

: >co ida ; ■ 8 ,« .d: ; ss 

MTU 

Auto- backup 



L Hi •'■ ihl i !iU f. HI l! ' I I. ,1- .'1,1, . ; 1' II, i.l 

from your ISP. (For most Cable modem users) 

Choose this option to set static IP information provided to 

you by your ISP. 

Choose this option if your ISP uses PPPoE. (For most DSL 
users) 

To surf the Internet via PSTN/ISDN. 
PPTP and BigPond Cable. 
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O Enabled ®Dis 



If you use a Static IP Address, you will input information here that your ISP has provided 
to you. 

WAN IP Address Input the IP Address provided by your ISP. 
WAN Subnet Mask Input the Subnet Mask provided by your ISP. 
WAN Gateway input the Gateway address provided by your ISP. 

Input the primary DNS address provided by your ISP. 



Primary DNS 
Secondary DNS 
MTU 

Auto-backup 



(Optional) Input the Secondary DNS address provided by your 
ISP. 

Maximum Transmission Unit; default is 1500; you may need to 
change the MTU to conform to your ISP. 

Enabling this feature will connect your router to the Internet us- 
ing a dial-up service if your broadband connection becomes un- 
available. A subscription to a dial-up service is required for the 
auto-backup to work. 
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Using the Configuration Menu 



Home > WAN > PPPoE 




High-Speed 2.4G Hz Wireless Router 



Most DSL users will 
select this option to 
obtain an IP address 
automatically from 
their ISP through the 
use of PPPoE. 




ced Tools Status 



O Dynamic IF 

Q Static IP Address 

® PPPoE 

Q Dial-up Network 
O Others 

PPP over Ethernet 
'-ill. -i- 

r i .mm 

Retype Password 
Service Name 
IP Address 

an, DNS '. id: .ss 
mi" •<< 
Maximum Idle Time 
MTU 

Auto- reconnect 

." iO :. itKt :: 



ctto your ISP. 

Choose this option to obtain ah IP address automatically 
from your ISP. (For most Cable modem users) 

li ' i . • v " \: 'i ■ . 

you by your ISP. 

[ . ... .., ..... , -r ■ , ,: . , , . 

users) 

).-,.,.! , l . - I i-i I 

PPTP and BigPond Cable. 



: / Dynamic PPPoE ■ Stai . 



I 



■ 



©Enabled ODisabled 
O Enabled ©Disabled 



User Name 
Password 
Service Name 

IP Address 
Primary DNS 



Your PPPoE username provided by your ISP. 

Your PPPoE password provided by your ISP. 

(Optional) Check with your ISP for more information if they 
require the use of service name. 

(Optional) Enter in the IP Address if you are assigned a static 
PPPoE address. 

You will get the DNS IP automatically from your ISP but you 
may enter a specific DNS address that you want to use instead. 



Secondary DNS (Optional) Input the secondary DNS address. 



Maximum 
Idle Time 

MTU 

Auto-reconnect 



Auto-backup 



Enter a maximum idle time during which Internet connection is 
maintained during inactivity. To disable this feature, enable Auto- 
reconnect. 

Maximum Transmission Unit; default is 1492; you may need to 
change the MTU to conform to your ISP. 

If enabled, the Broadband Router will automatically connect to 
your ISP after your system is restarted or if the connection is 
dropped. 

Enabling this feature will connect your router to the Internet us- 
ing a dial-up service if your broadband connection becomes un- 
available. A subscription to a dial-up service is required for the 
auto-backup to work. 
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Using the Configuration Menu 

Home > WAN > Dial-up Network 




High-Speed 2.4G Hz Wireless Router 



DI-824VUPj 



Most Dial-up users will 
select this option to con- 
nect to their ISP through 
an analog dial-up modem. 
This feature can be used 
as a back-up when your 
broadband connectivity is 
unavailable. 



Home 



Advanced Tools 



WAN Settings 



0 Dynamic IP Address 

0 Static IP Address 

0 PPPoE 

0 Dial-up t 1 
0 Others 

Dial-up Network 

: - Ip l«f ho 

Dial-up Account 
Dial-up Password 
Retype Password 
Primary DNS 
Secondary DNS 
i - -i .- - i i 



Choose this option to obtain an IP address automatically 
from your ISP. (For most Cable modem users) 
Choose this option to set static IP information provided to 
you by your ISP. 

ii , m ii i i i-~ - • r . .1 
users) 

To surf the Internet via PSTN/ISDN. 
PPTP and BigPond Cable. 



Baud Rate 
Disable auto-dial 
Auto- reconnect 



~J\ (Optional) 



| Minutt 
^ bps 



©Enabled ©Disabled 
® Enabled O Disabled 



Dial-up Telephone Telephone number to connect to your ISP 



Dial-up Account 

Dial-up Password 

Primary DNS/ 
Seconday DNS 

Assigned 
IP Address 

Extra Settings 



Maximum Idle Time 



Baud Rate 



Auto-reconnect 



Username provided by your ISP 
Password provided by your ISP 

If the settings are configured as "0.0.0.0," they will be auto- 
matically assigned upon connection. 

(Optional) Enter in the IP Address if you are assigned astatic 
PPPoE address. 

This setting is used to optimize the communication quality 
between the ISP and your analog dial-up modem. (Initializa- 
tion string) - optional. 

Enter a maximum idle time during which Internet connection 
is maintained during inactivity. To disable this feature, en- 
able Auto-reconnect. 

The communication speed between the DI-824VUP and your 
modem. 

If enabled, the Broadband Router will automatically connect 
to your ISP after your system is restarted or if the connection 
is dropped. 
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Using the Configuration Menu 



Home > WAN > Others > PPTP 





High-Speed 2.4G Hz Wireless Router 


DI-824VUP ; 




(pdvaneeic^^TQals Status Help 






:.38e '.v h fi : ;n ■ jj; : ai = f p||Di S CO <*s ' J '0! ; 

' .' 3 .;. CilO: ■ . " = :': ' ... :. .: =1: S-'M S? .: ;i : . 

from your ISP. (For most Cable modem users) 








0 Static IP Address 

Q PPPoE 

0 Dial-up N Iwi 


Choose this option to set static IP information provided to 
yo.u byyourlSP. 

..' :j0 . " :■ 0 "... : " E ' ■ S3i 0 .: , ... 

users) 

To surf the Internet via PSTN/ISDN. 




WAN 




Others 


PPTP and BigPond Cable. 








.® PPTP 


(for Europe use only) 




IKJI 




O BigPond Cable 


(for Australia use only) 








PPTP 










My IP Address 


0.0.0.0 








My Subnet Mask 


255.255.255.0 








Server IP Address 


0.0.0.0 








PPTP Account 


1 1 








PPTP Password 


1 1 








Retype Password 


1 1 








Connection ID 


| (Optional) 








Maximum Idle Time 


o | Minutes 








Auto- reconnect 


©Enabled O Disabled 








Auto-backup 


OEnabled ©Disabled 





Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe. 
My IP Address Enter the IP Address. 

My Subnet Mask Enter the Subnet Mask. 

Server IP Address Enter the Server IP Address. 



PPTP Account 

PPTP Password 

Connection ID 

Maximum 
Idle Time 

Auto-reconnect 
Auto-backup 



Enter the PPTP account name. 
Enter the PPTP password. 

(Optional) Enter the connection ID if required by your ISP. 

Enter a maximum idle time during which Internet connection is 
maintained during inactivity. To disable this feature, enable Auto- 
reconnect 

If enabled, the Broadband Router will automatically connect to 
your ISP after your system is restarted or if the connection is 
dropped. 

Enabling this feature will connect your router to the Internet 
using a dial-up service if your broadband connection becomes 
unavailable. A subscription to a dial-up service is required for 
the auto-backup to work. 
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Using the Configuration Menu 



Home > WAN > Others > BigPond Cable 



D-Link 

Building flervwrbiof people 



DI-824VUP! 




WAN 



Home 



>4/>Plus 

High-Speed 2.4G Hz Wireless Router 



WAN Settings 

Please select the appropriate option to connect to your ISP. 



Q Dynamic IP Address 

O Static IP Address 

PPPoE 

Q Dial-up Nelwork 
0 Others 
O PPTP 

0 BigPond Cable 



Choose this option to obtain an IP address automatically 
from your ISP. (For most Cable modem users) 
Choose this option to set static IP information provided to 
you by your ISP. 

Choose this option if your ISP uses PPPoE. (For most DSL 
users) 

To surf the Internet via PSTN/ISDN. 
PPTP and BigPond Cable, 
(for Europe use only) 
(for Australia use only) 



Dynamic IP Address for BigPond 

User Name 



Password 
Retype Password 
Login Server IP 
Auto-reconnect 
Auto-backup 



©Enabled ©Disabled 
O Enabled ©Disabled 



J (Optional) 



Dynamic IP Address for BigPond is a WAN connection used in Australia. 
User Name Enter in the user name for the BigPond account. 



Password 



Enter the password for the BigPond account. 



Login Server IP 
Auto-reconnect 

Auto-backup 



(Optional) Enter the Login Server IP if required. 

If enabled, the Broadband Router will automatically connect to 
your ISP after your system is restarted or if the connection is 
dropped. 

Enabling this feature will connect your router to the Internet us- 
ing a dial-up service if your broadband connection becomes un- 
available. A subscription to a dial-up service is required for the 
auto-backup to work. 
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Using the Configuration Menu 



Home > LAN 



D-Link 

Building Netwgrblof People 


^^^^ j{rF9EME^p+ 

High-Speed 2.4G Hz Wireless Router 


DI-824VUPj 




^^pAdvanced Tools Status Help 






LAN Settings 

The IP address of the DI-824VUP. 
IP Address |192.168.0.1 








Subnet Mask |255.255.255.0 








Domain Name 








o © o 








Apply Cancel Help 




LAN 

MSM 









LAN is short for Local Area Network. This is considered your internal network. These are 
the IP settings of the LAN interface for the DI-824VUP. These settings may be referred to 
as Private settings. You may change the LAN IP address if needed. The LAN IP address 
is private to your internal network and cannot be seen on the Internet. 



IP Address The IP address of the LAN interface. 

The default IP address is: 192.168.0.1 . 

Subnet Mask The subnet mask of the LAN interface. 

The default subnet mask is 255.255.255.0. 

Domain Name (Optional) The name of your local domain. 
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Using the Configuration Menu 



Home > DHCP 



D-Link 





Advanced Tools 



DHCP Server 

The DI-824VUP can be setup as a DHCP Serverto 



, . ... , . .. ..... , .. ... ...... 



DHCP Server 
Starting IP Address 
Ending IP Address 



G Enabled O Disabled 

1 92.1 es.o. fi oo | 
1 92.1 ea.Q- Jiia I 



1 WEEK 



Static DHCP 

<,■>•- i, « i i- i .i ii ,r- .nil H i - 



O Enabled O Disabled 



3 



IP Address 1 92.1 68. Q. | 

MAC Address | [\ |- 1 |-| [ I [\ 
DHCP Client - select one - 



v [Clone | 



ft G O 

Apply Cancel Help 



Static DHCP Clients List 



Name IPAddress 


MAC Add l 




Dynamic DHCP Clients List 


Host Name IPAddress 


MAC Address 


Expired Time 


M 1 92.1 68.0.1 1 9 


00-00-39-A3-51-32 


Tue Sep 30 
00:13:30 2003 



DHCP stands for Dynamic Host Control Protocol. The DI-824VUP has a built-in DHCP 
server. The DHCP Server will automatically assign an IP address to the computers on 
the LAN/private network. Be sure to set your computers to be DHCP clients by setting 
their TCP/IP settings to "Obtain an IP Address Automatically." When you turn your 
computers on, they will automatically load the proper TCP/IP settings provided by the 
DI-824VUP. The DHCP Server will automatically allocate an unused IP address from the 
IP address pool to the requesting computer. You must specify the starting and ending 
address of the IP address pool. 

DHCP Server Enable or disable the DHCP service. 

Starting IP Address The starting IP address for the DHCP server's IP assignment. 

Ending IP Address The ending IP address for the DHCP server's IP assignment. 
Lease Time The length of time for the DHCP lease. 



Static DHCP Used to allow the DHCP server to assign the same IP adress to 

a specific MAC address. Enter the name, IP address, and MAC 
address into the fields. Select which DHCP client to clone. 

DHCP Clients List Lists the DHCP clients connected to the DI-824VUP. Click Re- 
fresh to update the list. The table will show the Host Name, IP 
Address, and MAC Address of the DHCP client computer. 
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Using the Configuration Menu 

Home > VPN Settings 



VPN Settings are settings 
that are used to create 
virtual private tunnels to 
remote VPN gateways. The 
tunnel technology supports 
data confidentiality, data 
origin, authentication, and 
data integrity of network 
information by utilizing 
encapsulation protocols, 
encryption algorithms, and 
hashing algorithms. 



D-Link 




High-Speed 2.4G Hz Wireless Router 




Item 




Setting 


VPN 


□ Enable 




Net i > 3 sroac as1 


□ Enable 




Max. number of tunnels 






ID Tunnel Name Method 



More 



Previous page Next pi 



O <3 O 

Apply Cancel Help 



VPN 



NetBIOS broadcast 



Click Enable to enable VPN tunnels. When you are not 
using the VPN feature, it is best to keep VPN disabled. 

Enable this to allow NetBIOS braodcast over the VPN 
tunnels. 



Max. number of 
tunnels 



Select the maximum number of allowable tunnels. 



Tunnel Name 
Method 



More 



Create a name for the tunnel. 

IPSec VPN supports two kinds of key-obtained methods: 
manual key and automatic key exchange. Manual key 
approach indicates that the two endpoint VPN gateways 
require setting up authentication and encryption key by 
the Administrator manually. However, IKE approach will 
perform automatic Internet key exchange. Admins of both 
endpoint gateways will only need to set the same 
pre-shared key. 

For more in depth configuration to adjust manual key or IKE 
method settings, click More. 
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Using the Configuration Menu 

Home > VPN Settings > Tunnel > Method >IKE 



D-Link 



DI-824VUP 





Tunnel Name 
Aggressive Mode 

Local Subnet 

Local Netmask 



Home 



Advanced Tools Status Help 



r 



VPN Settings -Tunnel I 
Item 

Tunnel Name 
Aggressive Mode 
Local Subnet 
Local Netmask 
Remote Subnet 
Remote Netmask 
Remote Gateway 
Preshare Key 
IKE Proposal index 
IPSec Proposal index 



□ Enable 



Select IKE Proposal 
Selecl IPSec Proposal... 



& & j o 

Back Apply Cancel Help 



Current tunnel name. 



Enabling this mode will accelerate establishing tunnel, but 
the device will have less security. 

The subnet of the VPN gateway's local network. It can be a 
host, a partial subnet or a whole subnet. 

Enter the Subnet Mask for the Local Network of the router. 



Remote Subnet 

Remote Netmask 

Remote Gateway 
Preshared Key 

IKE Proposal index 

IPSec Proposal 
index 



The subnet of the remote VPN gateway's local network. It 
can be a host, a partial subnet, or a whole subnet. 

The Subnet Mask of the remote VPN gateway's Local 
Network. 

The WAN IP address of remote VPN gateway. 

The first key that supports IKE mechanism of both VPN 
gateways for negotiating further security keys. The pre- 
shared key must be the same for both endpoint gateways. 

Click the button to setup a set of frequent-used IKE proposals 
and select from the set of IKE proposals for the tunnel. 

Click the button to setup a set of frequent-used IPSec proposals 
and select from the set of IPSec proposals for the tunnel. 
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Using the Configuration Menu 

Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal 



D-Link 





Advanced Tools 



VPN Settings - Tunnel 1 - Set IKE Proposal 



IKE Proposal index 



i' ' i , t f i i ii i ii 1 1 ii i in' ii i i in it i 





| | Group 1 v | 


3DES 


SHA1 


0 


Sec. 


2 




3DES 


SHA1 


0 




3 


| | Group 1 "V.| 


3DES 


SHA1 






4 


| | Group 1 V: | 


3DES 






Sec. v 


5 


| | Group 1 V: | 


3DES 


l 5HA1 V ! 






6 


| | Group 1 ; V j 


3DES 


l 5HA1 V l 




Sec. 


7 


| | Group 1 V : | 


3DES 


SHA1 




l Sec - v l 


8 


| Group 1 y. 


3DES 


l 5HA1 V l 






9 


| Group 1 v 


3DES 


l 5HA1 V \ 




Sec. 


10 


| Group 1 0 


3DES 


SHA! v 















o o o o 

Back Apply Cancel Help 



IKE Proposal index A list of selected proposal indexes from the IKE proposal pool 

listed below. 



Proposal Name 
DH Group 



This is the name used to classify the IKE proposal. 

There are three groups that can be selected: group 1 
(MODP768), group 2 (MODP1 024), and group 5 

(MODP1536). 



Encrypt algorithm There are two algorithms that can be selected: 3DES and 

DES. 



Auth algorithm 



There are two algorithms that can be selected: SHA1 and 
MD5. 
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Using the Configuration Menu 

Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal 
Continued... 



D-Link 





Advanced Tools 



VPN Settings - Tunnel 1 - Set IKE Proposal 



Item 

IKE Proposal index 



ID F 


roposal Name DH Group 


Encrypt algorithm 

3DES 


Auth algorithm 

SHA1 1 


lit* im 


Life Time Unit 


2 




3DES 


l 5HA1 V l 




Sec. 


3 


| | Group 1 v 


|3DES v] 


l SHA1 V l 








| | Group 1 V. 


|3DES v] 


SHA1 




l Sec - y l 


5 


| | Group 1 |Vi 


|3DES vj 






l Sec - y l 


6 


| Group 1 ;v-; 


|_3DES v 


l 5HA1 V l 




j Sec. v 


7 


| | Group 1 ;v 


|3DES v] 


l SHA1 V l 






8 


||Wi.H 


|~3DES V 


SHA1 






9 


| | Group 1 v 


3DES 


SHA1 






10 


| | Group 1 V 


|3DB,V,| 


SHA1 




I Sec. v| 



Jpioposdl index 

o o o o 

Back Apply Cancel Help 



Life Time 



Enter in the life time value. 



Life Time Unit 
Proposal ID 



There are two units that can be selected: second and KB. 

The identifier of IKE proposal can be chosen for adding the 
corresponding proposal to the dedicated tunnel. 



Add to 



Click it to add the chosen proposal indicated by proposal ID 
to IKE Proposal index list. 
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Using the Configuration Menu 

Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal 



D-Link 



IPSec Proposal 
index 




VPN Settings - T el 1 - Sei IPSEC Proposal 



Encap Encrypt Auth Life Life Time 

protocol afgoritf- ■ algorithm Time Unit 



> None v I ESP v 



ESP 3DES 

ESP 3DES 

ESP 3DES ■ 

ESP ■ 3DES 

ESP 3DES 

ESP 3DES 

ESP 3DES ■ 
|3DES i 



v I Add to | proposal index 



d A J O 

Back Apply Cancel Help 



A list of selected proposal indexes from the IPSec proposal 
pool listed below. 



Proposal Name 



This is the name used to classify the IPSec Proposal 



DH Group 



There are three groups that can be selected: group 1 
(MODP768), group 2 (MODP1 024), and group 5 
(MODP1536). 



Encap protocol 



There are two protocols that can be selected: ESP and AH. 



Encrypt algorithm 



There are two algorithms that can be selected: 3DES and 
DES. 



Auth algorithm 



There are three algorithms that can be selected: SHA1 , 
MD5, and None. 
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Using the Configuration Menu 

Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal 
Continued... 



D-Link 




DI-824VUPI 



Life Time 

Life Time Unit 
Proposal ID 




Advanced Tools 



el I -Sel IPSEC Pio 



| ESP v| 



3DES 
3DES 
3DES 



l Sec - V l 



| ESP v | |3DES v| [None v| lo Sec. ■ 

*J fESP v| |3DES v\ | None v| [o j Sec. v 

ESP v 3DES None vj |p | | Sec. -v ; j 

| ESP 3DES ■ None v j |p | | Sec. ,v : | 

| ESP v| 3DES -< None vj 0 | | Sec. *■* | 

ESP v 3DES None v | |p | | Sec. V,| 

| ESP -vj 3DES None v] |p | | Sec. ,y,j 



O & J o 

Back Apply Cancel Help 



Enter in a life time value. 

There are two units that can be selected: second and KB. 

The identifier of IPSec proposal can be chosen for adding the 
corresponding proposal to the dedicated tunnel. 



Add to 



Click it to add the chosen proposal indicated by proposal ID 
to IPSec Proposal index list. 
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Using the Configuration Menu 

Home > VPN Settings > Tunnel > Manual 



D-Link 



Tunnel Name 
Aggressive Mode 

Local Subnet 
Local Netmask 
Remote Subnet 

Remote Netmask 

Remote Gateway 
Method 
Local SPI 
Remote SPI 





VPN Settings - Tunnel 1 
Item 

Tunnel Name 
Aggressive Mode 
Local Subnet 
Local Netmask 
Remote Subnet 
Remote Netmask 
Remote Gateway 
Met; id 
Local SPI 
Remote SPI 
Encapsulation Protocol 
ci !,■ i.j i •• -jji. 
Encryption Key 
(For ESP Only) 

Authentication Algorithm 

fl is hcatioi <e\ 
Life Time 
Life Time Unit 



Advanced 


Tools 


Status 


Help 





0.0.0.0 
0.0.0.0 
0.0.0.0 
0.0.0.0 



l ESP H 

3DES 



H 

]](for3DES ONLY) 



]](for3DES ONLY) 



NONE 



Second 



Q & O O 

Back Apply Cancel Help 



Current tunnel name. 



Enabling this mode will accelerate establishing tunnel, but 
the device will have less security. 

The subnet of the VPN gateway's local network. It can be a 
host, a partial subnet, or a whole subnet. 

Enter the Subnet Mask for the Local Network of the router. 



The subnet of the remote VPN gateway's local network. 
Enter in a valid Netmask IP address of the remote router. 

The Subnet Mask of the remote VPN gateway's Local 
Network. 

The WAN IP address of remote VPN gateway. 
The set of rules applied when connecting to the VPN gateway. 
The value of the local SPI should be set in hex format. 
The value of the remote SPI should be set in hex format. 
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Using the Configuration Menu 

Home > VPN Settings > Tunnel > Manual Continued... 

^^^^^ y^ne^L^f- 

High-Speed 2.4G Hz Wireless Router 

Home 




Advanced 


Tools 


Status 


Help 





Encapsulation 
Protocol 

Encryption 
Algorithm 

Encryption Key 

Authentication 
Algorithm 

Authentication Key 

Life Time 
Life Time Unit 



Item 

Tunnel Name 
Aggressive Mode 
Local Subnet 
Local Netmask 
Remote Subnet 
Remote Netmask 
Remote Gateway 
' ir-i! i 'i 
Local SPI 
Remote SPI 
Encapsulation Protocol 
i • i ,s <>: i • i jc.i. i ' i 
Encryption Key 
(For ESP Only) 

Authentication Algorithm 
Authentication Key 

. j| ! 'ft ' 

Life Time Unit 



(for3DES ONLY) 
(for3DES ONLY) 



3 



o o O o 

Back Apply Cancel Help 



There are two protocols that can be selected: ESP and AH. 
There are two algorithms that can be selected: 3DES and DES. 

For DES, the encryption key is 8 bytes (1 6 Char.). For 3DES, 
the encryption key is 24 bytes (48 Char.). 

There are two algorithms that can be selected: SHA1 and MD5. 

For MD5, the authentication algorithm is1 6 bytes (32 Char.). 
For SHA1 , the authentication algorithm is 20 bytes. (40 Char.). 

Enter in the life time value. 

There are two units that can be selected: Second and KB. 
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Using the Configuration Menu 

Home > VPN Settings > Dynamic VPN Tunnel 



Bunting nerwomsiw People 



D1-824VUP 




VPN 

VPN Settings - IKE 



Tunnel Name 
Dynamic VPN 

Aggressive Mode 

Local Subnet 
Local Netmask 



High-Speed 2.4G Hz Wireless Router 



Home 



Advanced Tools Status 



VPN Settings - Dynamic VPN Tunnel 
Item 



Setting 



Tunnel Name 
Dynamic VPN 
Local Subnet 
Local Netmask 
Preshare Key 
IKE Proposal index 
IPSec Proposal index 



□ Enable 



;t IKE Proposal... 



o o & o 

Back Appty Cancel Help 



There are three parts that are necessary to setup the 
configuration of IKE for the dedicated tunnel: basic setup, IKE 
proposal setup, and IPSec proposal setup. Basic setup 
includes the setting of following items: local subnet, local 
netmask, remote subnet, remote netmask, remote gateway, 
and pre-shared key. The tunnel name is derived from the 
previous page of VPN setting. IKE proposal setup includes 
the setting of a set of frequent-used IKE proposals and selecting 
from the set of IKE proposals. 

Current tunnel name. 

This feature works with a VPN software client so the Dl- 
824VUP does not need to know the IP address of the remote 
clients. 

Enabling this mode will accelerate establishing the tunnel, 
but the device will have less security. 

The subnet of the VPN gateway's local network. It can be a 
host, a partial subnet, or a whole subnet. 

The netmask of the VPN gateway's local network. 
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Using the Configuration Menu 

Home > VPN Settings > Dynamic VPN Tunnel Continued... 



D-Link 

Bunting network ior People 




>4/rPlus 

High-Speed 2.4G Hz Wireless Router 



Home 


f Advanced Tools 


Status 


Help 


VPN Settings 


- Dynamic VPN Tunnel 








Item 


Setting 





Tunnel Name 
Dynamic VPN 
Local Subnet 
Local Netmask 
Preshare Key 
IKE Proposal index 
IPSec Proposal index 



□ Enable 



Select IKE Proposal... 
[ Select IPSec Proposal... 



Preshared Key 



IKE Proposal index 



IPSec Proposal 
index 



o o & o 

Back Apply Cancel Help 



The first key that supports IKE mechanism of both VPN 
gateways for negotiating further security keys. The pre- 
shared key must be the same for both endpoint gateways. 

Click the button to setup a set of frequent-used IKE 
proposals and select from the set of IKE proposals for the 
dedicated tunnel. 

Click the button to setup a set of frequent-used IPSec 
proposals and select from the set of IPSec proposals for the 
dedicated tunnel. 
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Using the Configuration Menu 

Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal 



D-Link 

Building NetworiBlw People 





Home 



Advanced Tools 



VPN Settings - Dynamic VPN Tunnel - Set IKE Propo; 



Item 


Setting 


IKE Proposal index 










Remove 



1 Ml ^ ^ ' ' "II 





Group 1 v 3DES v 


SHA1 v 


|o I 

l° I 

lo I 
|o I 

[* I 

lo I 

b) I 

l° I 

lo I 
lo I 


Sec. v 




Group 1 v 3DES v 


SHA1 


Sec. v 




Group 1 v | | 3DES Y | 


SHA1 


Sec. v 




Group 1 v 3DES v 


SHA1 v 


Sec. v 




Group 1 v 3DES v 


SHA.1 


Sec. V 




Group 1 v 3DES v 


SHA1 


Sec. v 




Group 1 v | | 3DES v | 


SHA1 -v 


Sec. 




Group 1 3DES v 


SHA.1 


Sec. v 




Group 1 v 3DES v 


SHA1 


Sec. V 




Group 1 v 3DES v 


SHA1 


Sec. 


Proposal ID -select one-- v [ Add to | Proposal index 



_ 

al index 

o o o 

Apply Cancel Help | 



o 

Back Apply 

IKE Proposal index A list of selected proposal indexes from the IKE proposal 

pool listed below. 



Proposal Name 
DH Group 

Encrypt algorithm 



It indicates which IKE proposal to be focused. 

There are three groups that can be selected: group 1 
(MODP768), group 2 (MODP1 024), and group 5 

(MODP1536). 

There are two algorithms that can be selected: 3DES and 
DES. 



Auth algorithm 



There are two algorithms that can be selected: SHA1 and 
MD5. 



33 



Using the Configuration Menu 

Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal 
Continued... 



D-Link 




Home 



Advanced Tools 



VPN Settings Dynamic VPN Tunnel Set IKE Proposal 



Item 


Setting 


IKE Proposal index 










[ Remove ] 



' Vfjf r.j; , / ■ 




1 


_J | Group 1 v,| 


|3DE5 v| 


SHA1 




Sec. 




2 


jjl | Group 1 v"| 


|3DES v~| 


SHA1 




Sec. 




3 


H| | Group 1 V"| 


|3DE5 v~| 


|SHA1 v| 




Sec. 




4 


H| | Group 1 v~] 


|3DE5 V~| 


|SHA1 v| 




Sec. 


V 


5 


H| | Group 1 ;v] 


|3DES v] 


SHA1 




Sec. 




6 


H| | Group 1 ■ 


|3DES v| 


SHA1 




Sec. 




7 


H| | Group 1 v~| 


| 3DES v| 


|SHA1 v| 




Sec. 


V 


8 


H| | Group 1 v] 


|3DES v~| 


|SHA1 v| 




Sec. 




9 


"I | Group 1 vj 


|3DES v| 


|SHA1 v| 




Sec. 




10 


| | Group 1 v | 


|3DES || 


|SHA1 v| 




Sec. 














Proposal ID - 


select one- v| 


Add to Proposal index 





o 

Back Apply 



_ 

al index 

o o o 

fcpply Cancel Help | 



Life Time 



Enter in the life time value. 



Life Time Unit There are two units that can be selected: second and KB. 

Proposal ID The identifier of IKE proposal can be chosen for adding the 

corresponding proposal to the dedicated tunnel. 

Add to Click it to add the chosen proposal indicated by proposal ID 

to IKE Proposal index list. 
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Using the Configuration Menu 

Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal 



D-Link 




IPSec Proposal 
index 



Home 



Advanced Tools 



Item 

IPSec Proposal index 



c VPN Tunnel - Set IPSEC Pro 



protocol 

| ESP v| 

| ESP v| 

| ESP v | 

| ESP v| 

| ESP v| 

| ESP v| 



Encrypt Auth Life Life ~\uie 

algorithm algorithm Time Unit 
|Mone v| [o~ 



3DES v| |None v| [0 | | Sec, v] 

3DES -v| |Mone :v.| |u | | Sec. :v;| 
| Hi | | Sec. v| 



3DES 
3DES 
3DES 
3DES 
3DES 
3DES 
3DES 
3DES 



1° I l Sec - ^1 

|u | ; Sec. v 

1° I I Sec - v l 

|u | | Sec. v| 

E 1 




A list of selected proposal indexes from the IPSec proposal 
pool listed below. 



Proposal Name 



This is the name used to classify the IPSec proposal. 



DH Group There are three groups that can be selected: group 1 

(MODP768), group 2 (MODP1 024), and group 5 

(MODP1536). 

Encap protocol There are two protocols that can be selected: ESP and AH. 



Encrypt algorithm There are two algorithms that can be selected: 3DES and 

DES. 

Auth algorithm There are three algorithms that can be selected: SHA1 , 

MD5, and None. 
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Using the Configuration Menu 

Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal 
Continued... 



D-Link 





Item 


Setting 


IPSe: Proposal index 






[ Remove | 



En cap Encrypt Auth Life Life Time 
protocol algorithm algorithm Time Unit 


ESP v |3DES v| 


None 


0 | |sec. V.| 


| ESP v | |3DES -v| 




1° 1 l 5ec - :v l 


| ESP v| |3DES v| 


None v 


0 | |sec. v| 
0 | |sec. y| 


| ESP v| |3DES v| 


None v 


| ESP v| |3DES v| 


None v 


0 | |sec. V.| 


| ESP v| |3DES v| 


None 


0 | |sec. .v-| 


| ESP v| |3DES v| 


None 


0 | |sec. v| 


| ESP v| |3DES v| 


None v 


0 | |sec. v| 


|ESP v| |3DES v\ 




0 | |sec. V.| 


1 ESP v | |3DES v| 




[0 | |seo. :v| 



O O <J o 

Back Apply Cancel Help 



Life Time 



Enter in a life time value. 



Life Time Unit 
Proposal ID 



There are two units that can be selected: second and KB. 

The identifier of IPSec proposal can be chosen for adding the 
corresponding proposal to the dedicated tunnel. 



Add to 



Click it to add the chosen proposal indicated by proposal ID 
to IPSec Proposal index list. 
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Using the Configuration Menu 

Home > VPN Settings > L2TP Server Setting 



D-Link 

Building network lex People 




Enable L2TP 
Server 

Virtual IP of 
L2TP Server 

Authentication 
Protocol 

Tunnel Name 

User Name 

Password 



Home 

L2TP Seiver 



>5/>Plus 

High-Speed 2.4G Hz Wireless Router 



Advanced Tools Status Help 



Item 

L2TP Server 

Virtual IP ofl_2TP Server 

Authentication Protocol 



Setting 



□ Enable 



10 



©PAP OCHAP OMSCHAP 
Tunnel Setting 



Tunnel Name 
User Name 



Tunnel Name 



O O Q O 

Back Apply Cancel Help 



Click to enable the L2TP Server function. 

Enter your Virtual IP address to access the L2TP server. 

Select one of the following authentication protocols: PAP, 
CHAP,orMSCHAP. 

Current tunnel name. 

Enter in the username for the L2TP account. 
Enter in the password for the L2TP account. 
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Home > VPN Settings > PPTP Server Setting 
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Home 



Advanced 



High-Speed 2.4GHz Wireless Router 
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PPTP Server 



Item 


Setting 


PPTP Server 


□ Enable 


Virtual IP of PPTP Server 


h° y-Q P 1.1 


Authentication Protocol 


®PAP OCHAP OMSCHAP 


Tunnel Setting 



Tunnel Name 
User Name 
Password 



Tunnel Name 



o o o o 

Back Apply Cancel Help 



UserName Password 



Enable PPTP 
Server 

Virtual IP of 
PPTP Server 

Authentication 
Protocol 

Tunnel Name 
User Name 
Password 



Click to enable the PPTP Server function. 

Enter your Virtual IP address to access the PPTP server. 

Select one of the following authentication protocols: PAP, 
CHAP,orMSCHAP. 

Current tunnel name. 

Enter in the username for the PPTP account. 
Enter in the password for the PPTP account. 
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Advanced > Virtual Server 
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Virtual Server 
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O Enabled O Disabled 



Name 

Private IP 1 92.1 68.0.Q 

Protocol Type | TCP v | 
Private Port 



1 



Schedule © Always 

O From Time 1 00 v| : [oo v[ ro | 00 v| : |oo ^| 
day Sun ~v~|to |sun y] 

moo 

Apply Cancel Help 



Virtual Server List 

Name 
[ J Virtual Server FTP 

Virtual Server HTTP 
; ', Virtual Server HTTPS 

□ Virtual Server DNS 

□ Virtual Server SMTP 



. is . : 



■t 'OP 



Private IP 

0.0.0.0 

0.0.0.0 

0.0.0.0 

0.0.0.0 

0.0.0.0 

n n n n 



TCP 21/ 21 always 

TCP 80 / 80 always 

TCP 443/ 443 always 

UDP 53/53 always 

TCP 25/ 25 always 

TCP 1 1 fl / 1 1 ll alwavs 



HO 
Hi 
HI 
MM 



The DI-824VUP can be configured as a virtual server so that remote users accessing 
Web or FTP services via the public IP address can be automatically redirected to local 
servers in the LAN (Local Area Network). 

The DI-824VUP firewall feature filters out unrecognized packets to protect your LAN 
network so all computers networked with the DI-824VUP are invisible to the outside 
world. If you wish, you can make some of the LAN computers accessible from the 
Internet by enabling Virtual Server. Depending on the requested service, the DI-824VUP 
redirects the external service request to the appropriate server within the LAN network. 



Name 
Private IP 

Protocol Type 
Private Port 
Public Port 

Schedule 



The name referencing the virtual service. 

The server computer in the LAN network that will be providing 
the virtual services. 

The protocol used for the virtual service. 

The port number of the service used by the Private I P computer. 

The port number on the WAN side that will be used to access 
the virtual service. 

Select Always, or choose From and enter the time period dur- 
ing which the virtual service will be available. 
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Advanced > Application 
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Application 



I 1 ii'lt -Ij I !j III \h HI I ' J I Ml 

O Enabled O Dis 



Trigger Port | | - [ | 

Trigger Type j TCP v | 

Public Ports | 

Public Type | TCP v | 



Special Application List 



& J o 

Apply Cancel Help 



Name 


Trigger 


Public Port 




Battle.net 


6112 


6112 


01 


□ Dialpad 


7175 


51200-51201,51210 


SI 


ICU II 


2019 


2000-2038,2050- 
2051,2069,2085,3010-3030 


QH 


MSN Gaming 
Zone 


47624 


2300-2400,28800-29000 


01 


PC-to-Phone 


12053 


12120,12122,24150-24220 


01 


[ i QuickTime 


554 


6970-6999 


01 


DVC-1000 i2eye 


1720 


15328-15333 


01 



Some applications require multiple connections, such as Internet gaming, video 
conferencing, Internet telephony, and others. These applications have difficulties working 
through NAT (Network Address Translation). Special Applications makes some of these 
applications work with the DI-824VUP. If you need to run applications that require multiple 
connections, specify the port normally associated with an application in the Trigger 
field, then enter the public ports associated with the trigger port into the Incoming 
Ports field. 



At the bottom of the screen, there are already defined special applications. To use them, 
select them from the list by clicking a check mark next to the application name. Users 
may configure the special applications by clicking the Edit icon next to the application. 
If the mechanism of Special Applications fails to make an application work, try using 
DMZ host instead. 

Note! Only one PC can use each Special Application tunnel. 

Enabled Select to activate the policy. 



Trigger Port This is the port used to trigger the application. It can be 

either a single port or a range of ports. 

Public Ports This is the port number on the WAN side that will be used to 

access the application. You may define a single port or a range 
of ports. You can use a comma to add multiple ports or port 
ranges. 
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Using the Configuration Menu 

Advanced > Filter > IP Filter 



Use IP (Internet Protocol) 
filters to allow or deny 
computers access to the 
Internet based on their IP 
address. 




IP Filter 

Use IP Filters to deny LAN IP addresses access to the internet. 
Enabled or Disabled 

Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy. 
(You can reactivate the policy later.) 

IP Address 

Enter in the IP address range of the computers that you want the policy to apply to. If it 
is only a single computer that you want the policy applied to, then enter the IP address of 
that computer in the Start Source IP and leave the End Source IP blank. 

Port Range 

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. If it is 
only a single port that you want the policy applied to, then enter the port number in the 
Start Port field and leave the End Port field blank. If you want to use all the ports, you 
can leave the port range empty. 

Protocol 

Select TCP or UDP as the protocol type. 
Schedule 

Select Always, or choose From and enter the time period during which the IP filter policy 
will be in effect. 
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Advanced > Filter > MAC Filters 
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DI-824VUPj 




Home Wtt Tools Status Help 




Filters are used to allow or deny LAN users from accessing the Internet. 
O IP Filters O URL Blocking 
0 MAC Filters O Domain Blocking 


ifflUU 

Filter 

1 




MAC Filters 

r- 1 1. ' , 'ih nli ii i 1 -* t " i i ii ii i r ii-i ,i- 

Disabled MAC Filters 

> f " -Hi , , 1 1 H ||I I]U Ir- -1 1 1 i I - 1 I- 
1, 1, H| '1 . |. >, 1 > 1 [ 1 i ' "h |M Ii ' ' I (II ^ I' i lH ! 






Name | 






MAC Address | [\ [ | |-| [ | |-| | 
DHCP Client |- select one- v| [ Clone ] 








0 O O 

Apply Cancel Help 






MAC Filter List 








Name MAC Address 









MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network) 
computers from accessing the Internet and network by their MAC address. 

At the bottom of the screen, there is a list of MAC addresses from the DHCP client 
computers connected to the DI-824VUP. To use them, select one from the drop down 
list. Next click the "Clone" button. Then click the "Apply" button and the DI-824VUP will 
fill in the appropriate information to the list. 

Disabled MAC Filter 

Select this option if you do not want to use MAC filters. 

Only allow computers with MAC address listed below to access the network 

Select this option to only allow computers that are in the list to access the network 
and Internet. All other computers will be denied access to the network and Internet. 

Only deny computers with MAC address listed below to access the network 

Select this option to only deny computers that are in the list to access the network 
and Internet. All other computers will be allowed access to the network and Internet. 

MAC Address 

Enter the MAC Address of the client that will be filtered. 
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Advanced > Filter > URL Blocking 
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High-Speed 2.4G Hz Wireless Router 



j 



Advanced 



1 



UiMim 



_L 



Filter 

Filters are used to allow or deny LAN users from accessing the Internet. 
O IP Filters 0 URL Blocking 
O MAC Filters O Domain Blocking 

URL Blocking 

Block those URLs which contain keywords listed below. 



O Enabled ©Disabled 



Empty - 



& o o 

Apply Cancel Help 



Use URL Blocking to deny LAN computers from accessing specific web sites by its 
URL. A URL is a specially formatted text string that defines a location on the Internet. 
If any part of the URL contains the blocked word, the site will not be accessible and 
the web page will not display. 



Disabled URL Blocking 

Select this option if you do not want to use URL Blocking. 
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Using the Configuration Menu 

Advanced > Filter > Domain Blocking 




Use Domain Blocking to allow or deny computers access to specific Internet domains 
whether it is through www, ftp, snmp, etc. 

Disabled Domain Blocking 

Select this option if you do not want to use Domain Blocking. 

Allow users to access all domains except "Blocked Domains" 

Select this option to deny users to access the specified Internet domains listed below. 
Users will be allowed access to all other Internet domains. 

Deny users to access all domains except "Permitted Domains" 

Select this option to allow users to access the specified Internet domains listed below. 
Users will be denied access to all other Internet domains. 
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Advanced > Firewall 
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[ 1 iiIh iii 'ii > mi h| i iic i> i i ".i [i rn 'm .'I' H h ii ii P' , I |r 
O Enabled O Disabled 



■ Sun 



O Allow ODeny 
Interface IP Start 

E__*§ L__Z 



Protocol Port Range 



Destination | * v | | 
Schedule Q Always 



1 C 



O From Time 1 00 *.| : |oo v[ ro |oo *»| : |oo ^| 
day Sun v to Sun v 

o o o 

Apply Cancel Help 



Action Name Source 

Allow Allow to Ping WAN port WAN* 

□ Deny Default *,* 

□ Allow Default LAN* 



ation Protocol 
LAN,1 92.1 68.0.1 ICMP* _J [jj 

UN '" ** Wf 

192.168,0.1 

,-1 92.1 68,0,1 *,* Qtl 



- 



Firewall is an advance feature used to allow or deny traffic from passing through the 
device. It works in the same way as IP Filters with additional settings. You can create 
more detailed rules for the device. 

Enabled or Disabled 

Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy 
(You can reactivate the policy later). 

Name 

Enter the name of the Firewall Rule. 
Action 

Select Allow or Deny to allow or deny traffic to pass through the DI-824VUP. 
Source 

Choose between a LAN or WAN source. An asterisk signifies the selection of both 

sources. 

IP Start 

The starting IP address for the filter policy. Leaving the field blank selects all IPs. 
IP End 

The ending IP address for the filter policy. Leaving the field blank selects all IPs. 
Destination 

Choose between a LAN or WAN destination. An asterisk signifies the selection of both 
destinations. 
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Advanced > Firewall Continued 
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Advanced 



Tools Status Help 



Firewall Rules 

i ! iti h j . mi .« ii i , il it (i i i i -H i i iM i i "I 1 i i| 



O Enabled O Dis : 



Name | 

Action O Allow ODeny 

Interface IP Start 

Source | * | 



Protocol Port Range 



Destination |* v| [ 
Schedule 



3 C 
3 C 



2 \j^y] nJE3 



O Always 

O From Time | 00 vj^v^ o [ 00 v„| : |oo y| 
day | Sun v. | to | Sun v| 

o © © 

Apply Cancel Help 



Action Name Source 

Allow Allow to Ping WAN port WAN* 

Deny Default 

Allow Default LAN* 



ation Protocol 
LAN.1 92.1 68.0.1 ICMP* Q §1 

WN - ** HI 

192.1 68.0.1 

VI 92.1 68.0.1 ** Q EJ 



IP Address 

Enter in the IP address range of the computers that you want the policy to apply to. If it 
is only a single computer that you want the policy applied to, then enter the I P address of 
that computer in the Start Source IP and leave the End Source IP blank. 

Protocol 

Select one of the following protocols: TCP, UDP, or ICMP. 
Port Range 

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. If it is 
only a single port that you want the policy applied to, then enter the port number in the 
Start Port field and leave the End Port field blank. If you want to use all the ports, you 
can leave the port range empty. 



Schedule 

Select Always, or choose From and enter the time period during which the virtual ser- 
vice will be available. 
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Advanced > SNMP 
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..... ..... ■. .; | , ■ ■ ., , ■■ t I II 



8NMR Local 
SNMP Remote 
Get Community 
Set Community 



i! li 



©Enabled O Disable 
O Enabled ©Disable 



O Q O 

Apply Cancel Help 



SNMP (Simple Network Management Protocol) is a widely used network monitoring and 
control protocol that reports activity on each network device to the administrator of the 
network. SNMP can be used to monitor traffic and statistics of the DI-824VUP. The Dl- 
824 VUP supports SNMPvl orv2c. 



Enable SNMP 
Local 

Remote 

Get Community 
Set Community 
SNMPvl 

SNMPv2 



(Simple Network Management Protocol.) 
LAN (Local Area Network). 
WAN (Wide Area Network). 

Enter the password public in this field to allow "Read only" ac- 
cess to network administration using SNMP. You can view the 
network, but no configuration is possible wth this setting. 

Enter the password private in this field to gain "Read and Write" 
access to the network using SNMP software. The administra- 
tor can configure the network with this setting. 

Simple Network Management Protocol (SNMP) is an applica- 
tion layer protocol that facilitates the exchange of management 
information between nework devices. 

Enhanced version of SNMP v1 with additional protocol opera- 
tions such as UDP, IP, CLNS, DDP, and IPX. 



47 



Using the Configuration Menu 

Advanced > DDNS 
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Advanced 



Tools Status 



Dynamic DNS 

■ t; : DM 5 'you want to • e ••: r i i| ME ai couni 



3D : 
Provider 
Host Name 
Username / E-mail 
Password / Key 



©Disabled ©Enabled 
DynDNS .org(D ynamic) v| 



o o o 

Apply Cancel Help 



DDNS (Dynamic Domain Name System) keeps dynamic IP addresses (e.g., IP 
addresses assigned by a DHCP capable router or server) linked to a domain name. 
Users who have a Dynamic DNS account may use this feature on the DI-824VUP. 



DDNS 

Provider 
Host Name 



When an IP address is automatically assigned by a DHCP 
server, DDNS automatically updates the DNS server. Select 
Disabled or Enabled. 

Select from the pull-down menu. 



Enter the Host name. 



Username/Email Enter the username or email address. 



Password/Key Enter the password or key. 
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Advanced > Routing 



D-Link 



Static routes can be added if 
you require specific routes 
within your internal network. 
These routes will not apply to 
the WAN (Internet) network. 



Dynamic Routing 



RIP v1 
RIP v2 

Destination 
Subnet Mask 

Gateway 
Hop 

Enable 




Dynamic Routing Settings allow the VPN Router to route IP 
packets to another network automatically. The RIP protocol is 
applied, and broadcasts the routing information to other routers 
on the network regularly. 

By default, it is set to disable. Check to enable (RIPvl / RIPv2) 
protocol. 

Protocol in which the IP address is routed through the internet. 

Enhanced version of RIP v1 with added features such as Au- 
thentication, Routing Domain, Next Hop Fowarding, and Subnet- 
mask Exchange. 

Enter in the IP of the specified network that you want to 
access using the static route. 

Enter in the subnet mask to be used for the specified net 
work. 

Enter in the gateway IP address to the specified network. 

Enter in the amount of hops it will take to the specified 
network. 

Select this option for the specified static route to take effect. 



Hop Count - In a transmission path, each link is terminated at a network device 
such as a router or gateway. The number of hops equals the number of routers or 
gateways that data must pass through before reaching the destination. 
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Advanced > DMZ 
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Advanced 



Tools Status 



DMZ(Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to 
the Internet. 

O Enabled ® Disabled 
IP Address 1 921 68 0,[ 



O sj O 

Apply Cancel Help 



If you have a computer that cannot run Internet applications properly from behind the Dl- 
824VUP, then you can allow that computer to have unrestricted Internet access. Enter 
the IP address of that computer as a DMZ (Demilitarized Zone) host with unrestricted 
Internet access. Adding a client to the DMZ may expose that computer to a variety of 
security risks; so only use this option as a last resort. 
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Advanced > Performance 
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Wireless Performance 
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Beacon Interval 
DTIM Interval 
TK Rates 
Wireless Mode 
Authentication Type 
SSID broadcast 
8K 



~2 (msec, range:1 ~1 000, default: 1 00) 
grange: 1 -65535, default: 3) 



Auto v (Mbps) 

©mixed mode OGmode 

O Open System O Shared Key ®Both 

©Enable ODisable 

0 Enable G Disable 



O Q O 

Apply Cancel Help 



Beacon Interval Beacons are packets sent by an Access Point to synchronize a 
wireless network. Specify a value. 100 is the default setting and is 
recommended. 



DTIM interval 



(Delivery Traffic Indication Message) 3 is the default setting. A DTIM 
is a countdown informing clients of the next window for listening to 
broadcast and multicast messages. 



TX Rates 



Select the data rate. Default is Auto. 



Wireless Mode Select either mix mode or G mode. 

Mixed Mode The DI-824VUP will use either B or G mode depending on which 
mode has a stronger frequency. 



G Mode 



The DI-824VUP will only use G mode. 
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Advanced > Performance (Continued) 
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Tools Status Help 
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Beacon Interval 
DTIM Interval 
TK Rates 
Wireless Mode 

• Ul! 'I'' I I' "lIC T»!!C 

SSID broadcast 
EX 



|l 00 | (msec, range:1 ~1 000, default: 1 00) 



(range: 1 -65535, default: 3) 



| Auto v| (Mbps) 
<*) mixed mode O G mode 
O Open System O Shared Key ©Both 
©Enable ODisable 
© Enable O Disable 



& 3 o 

Apply Cancel Help 



Select Open system, Shared Key or Both. 

The DI-824VUP will be visible to all devices on the network. This is 
the default setting. 

In this mode, in order to access the DI-824VUP on the network, 
the device must have the same encryption as the router in order 
to communicate. 

In this mode, all devices on the network can access the 
DI-824VUP. 

SSID Broadcast Enable is the default setting. Choose Enable to broadcast the SSID 
across the network. All devices on a network must share the same 
SSID (Service Set Identifier) to establish communication. Choose 
Disable if you do not wish to broadcast the SSID over the network. 



Authentication 
Open System 

Shared Key 
Both 



8x 



Enable 8X Mode on the wireless client and the DI-824VUP to 
increase data transmission speed. 8X Mode will only work with 
wireless devices that also support 8X Mode. 
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Tools > Admin 
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Home Advanced | | Status Help 






Administrators can change their login password. 














Admin 




New Password | 
Reconfirm Password |«««« 
























New Password 
Reconfirm Password |***»»*»* 




- 




Remote Management 

Let administrator perform administration task from remote host. 

O Enabled 0 Disabled 








IP Address |o.o.o.o 








Port | 3030 v| 








• GO 








Apply Cancel Help 





You can change the administrator and user passwords here. It is recommended that 
you change the administrator password from the default setting.The default password is 
blank (nothing). 

Password To change the administrator or user password, enter the new pass- 

word twice to confirm. 



Remote Remote Management allows the device to be configured through 

Management the WAN (Wide Area Network) port from the Internet using a web 

browser. A username and password is still required to access the 

browser-based management interface. 



IP Address Internet IP Address of the computer that has access to the DI-824VUP. 

If the IP Address is set to 0.0.0.0, this allows all Internet IP ad- 
dresses to access the DI-824VUP. 



Port The P or t number used to access the DI-824VUP. 

Example:http:// x.x.x.x:8080 , where x.x.x.x. is the WAN IP address 
of the DI-824VUP+ and 8080 is the port used for the Web Manage- 
ment interface. 
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Tools > Time 
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Time 

Set the DI-S24VUP system time. 

Device Time : Tue Sep 30 00:52:31 2003 
© Enable NTP 








Default NTP Server |_ 


l(Optional) 








Time Zone | (GMT 


08:00)Pacific Time (US & Canada) vj 




Time 




O Set Device Date and Time 








Year: 1 2003 v| Month: Sep v;| Day: 1 30 v..| 








Hour: 1 00 v| Minute: 00 


v Second:|oo v| 








moo 

Apply Cancel Help 





You will need to set the time zone corresponding to your location. The time can be 
set manually or the device can connect to a NTP (Network Time Protocol) server to 
retrieve the time. 

Enable NTP (Network Time Protocol). Select to synchronize the time on the 

DI-824VUP to an NTP server. 

Set Device Date You can manually set the time on your network here, 
and Time 



NTP is short for Network Time Protocol, an Internet standard protocol 
that assures accurate synchronization to the millisecond of computer 
clock times in a network of computers. 
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Tools > System 




The current system settings can be saved as a file onto the local hard drive. The saved 
file or any other saved setting file created by the DI-824VUP can be uploaded into the 
unit. To reload a system settings file, click on "Browse" to search the local hard drive for 
the file to be used. The device can also be reset back to factory default settings by 
clicking on "Reset to Default" button. Use the restore feature only if necessary. This will 
erase previously saved settings for the unit. Make sure to save your system settings 
before doing a factory restore. 

Save Settings to Click Save to save the current settings to the local Hard Drive. 
Local Hard Drive 

Load Settings from Click Browse to find the settings file, then click Load. 
Local Hard Drive 

Restore to Factory Click Reset to Default to restore the factory default settings. 
Default Settings 
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Tools > Firmware 
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Home Advanced | | Status Help 




H Firmware Upgrade 








There may be new firmware foryour DI-824VUP to improve functionality and performance. 
The upgrade procedure takes about 20 seconds. Note! Do not power off the unit when it is 
being upgraded. When the upgrade is done successfully, the unit will be restarted 
automatically. 

Current Firmware Version: 1.00 
Firmware Date: Tue, Sep 30 2003 






|[ Browse... ] 




Firmware 


GOO 

Apply Cancel Help 





You can upgrade the firmware of the device using this tool. Make sure that the firmware 
you want to use is saved on the local hard drive of the computer. Click on "Browse" to 
search the local hard drive for the firmware to be used for the update. Upgrading the 
firmware will change the system settings of the router back to the default mode. It is 
recommended that you save your system settings before doing a firmware upgrade. 
Please check the D-Link support site for firmware updates at http://support.dlink.com . 



Browse After you have downloaded the new firmware, click Browse in 

this window to locate the firmware update on your hard drive. 
Click Apply to complete the firmware upgrade. 



Note! Do not power off the unit when it is being upgraded. When the 
upgrade is complete, the unit will be restarted automatically. 
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Tools > Misc 
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Ping Test 



Block WAN Ping 

■'" =n you "Block-WAN Ping" 
ot respond to ping 



O Enabled © Disabled 



DoS 

O Ens 



jnas PrPfj! ... : a: a rut ' s 



© Enabled O Disabled 



PPTP © Enabled O Disabled 
IPSec © Enabled ';■ Disabled 



o o o 

Apply Cancel Help 



In the open box, enter in a URL (i.e., www.dlink.com) or an IP 
address and click on Ping to test your internet connection. 



Restart Device 



Click Reboot to restart the unit. 



Block WAN Ping 



Click Enable to block the WAN ping. Computers on the Internet 
will not get a reply back from the DI-824VUP when it is being 
"ping"ed. This may help to increase security. 



SPI Mode 



When this feature is enabled, the router will record the packet 
information passed through the router such as IP address, port 
address, ACK, SEQ number, and so on. The router will also 
check every incoming packet to detect if it is valid. 



DoS 



When DoS is enabled, the router will prevent Denial of Service 
attacks on all computers connected to the DI-824VUP. 
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Tools > Misc (Continued) 
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VPN Pass- 
Through 



Non-standard 
FTP port 
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Block WAN Ping 
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;7i rest:0n: ' 0 ' 8 ' li ■ i i '' 

Discard PING from WAN side O Enabled C Disabled 



O Enabled © Disabled 



••; ■ rimer ??w:jp tc 




DoS 

O Enabled 0 Disabled 



•) Enabled O Disabled 



PPTP 0 Enabled ■:. , D -i 
IPSec © Enabled O Disabled 



n F P server whose port number is not 21 . 



d & o 

Apply Cancel Help 



UPnP is short for Universal Plug and Play which is a networking 
architecture that provides compatibility among networking equip- 
ment, software, and peripherals. The DI-824VUP is a UPnP enabled 
router and will only work with other UPnP devices/softwares. If you 
do not want to use the UPnP Functionality, it can be disabled by 
selecting "Disabled". 

The device supports VPN (Virtual Private Network) pass-through for 
both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Secu- 
rity). Once VPN pass-through is enabled, there is no need to open 
up virtual services. Multiple VPN connections can be made through 
the device. This is useful when you have many VPN clients on the 
LAN. 

If an FTP server you want to access is not using the standard port 
21 , then enter in the port number that the FTP server is using in- 
stead. 
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Using the Configuration Menu 

Status > Device Info 



Building Network* iw People 



DI-824VUPj 



High-Speed 2.4GHz Wireless Router 



Home Advanced Tools 



Status 







Device Information 



Firmware Version: 1.00, Tue, Sep 30 2003 



LAN 




MAC Address 


00-80-C3-23-5C-9F 




IP Address 


192.163.0.1 




Subnet Mask 


255.255.255.0 




DHCP Server 


Enabled 





MAC Address 0 0- 3 0- C 3- 2 3- 5 C- 9 E 

DHCP Connecting.... 



Connection 



DHCP Renew 



DHCP Release 



Remaining Lease Time 00:00:00 
IP Address 0 0 0 0 
Subnet Mask 0 0 0 0 
Gateway 0.0.0.0 
Domain Name Server 0 0 0 0 



Wireless 




MAC Address 


00-30-C3-23-5C-9F 




ESSID 


default 




WEP 


Disable 




Channel 


6 


Peripheral 




Printer(DB25) 


Not ready 




Priuter(USBO) 


Not ready 



o 

Help 



This screen displays information about the DI-824VUP such as WAN, LAN, and Wire- 
less status. 



DHCP Renew Use this button to reconnect to your ISP, if your WAN connection is 
set up for DHCP. 

DHCP Release Use this button to disconnect from your ISP, if your WAN connection 
is set up for DHCP. 
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Using the Configuration Menu 

Status > Log 



D-Link 

Building MehwHo iPf People 










High- Speed 2.4G Hz Wireless Router 










DI-824VUPI 

i 




Home 


Advanced Tools Help 






View Log displays the activities occurring on the DI-824VUP. Click on Log Settings for advance 
features. 


















[ First Page | | 


Last Page J| Previous 1 1 Next | [ Clear J [ Log Settings ] 




Log 




Page 1/1 


Help 








WAN Type: Dynamic IP Address (1 .00) 
Display time: Tue Sep 30 00:57:41 2003 













This screen displays activities occurring on the DI-824VUP. 



First Page Click First Page to go to the first page of the log. 

Last Page Click Last Page to go to the last page of the log. 

Previous Click Previous to go to the previous page of the log. 

Next Click Next to go to the next page of the log. 

Clear Click Clear to clear the entire log. 

Log Settings Click for advanced features (see next page). 
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Using the Configuration Menu 

Status > Log > Log Settings 



DI-824VUP! 




Home Ad van 



High-Speed 2.4G Hz Wireless Router 
Status 



Log Settings 

Logs can be saved by sending it to an admin email address orto a syslog server. 



E-mail Alert 

SMTP Server/ IP Address [ 
Email Address [ 
E-mail Subject [ 



Syslog Server IP Address 1 92. 1 68.0. 



O Enabled © Disabled 



Log Type 0 system Activily 

0 Debug Information 
0 Attacks 

0 Dropped Packets 
0 Notice 



O0O 

Apply Cancel Help 



E-Mail Alert 



The DI-824VUP can be set up to send the log files to a specific 
email address. 



SMTP Server IP 
Email Address 



Enter in the IP address of the mail server. 

Enter in the email address of the recipient who will receive the 
email log. 



Send Mail Now 

IP Address of the 
Syslog Server 



Log Type 



Click to send mail immediately. 

Enter in the IP address of a syslog server within the network. 
Click Enable to activate the policy. The DI-824VUP will send 
all of it's logs to the specified syslog server. 

Select the types of activity to log. By default, all values are 
selected. 
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Using the Configuration Menu 

Status > Stats 



High-Speed 2.4G Hz Wireless Router 



D1-S24VUP 




Home Advanced Tools 



Status 



Traffic Statistics 

Traffic Statistics display Receive and Transmit packets passing through the DI-824VUP. 



Refresh | | Reset j 



Receive 
0 Packets 
1290 Packets 
215 Packets 



Transmit 
116 Packets 
1371 Packets 
311 Packets 



In the Stats section, traffic statistics are displayed. 
Refresh This wi " update the page. 



Reset 

WAN 

LAN 



o 

Help 



This will reset the packet counter to zero. 

Displays Received / Transmitted packets from the WAN port. 

Displays Received / Transmitted packets from the LAN port. 
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Using the Configuration Menu 

Status > Wireless 



D-Link 

Building Networks lot People 



DI-824VUPI 




High-Speed 2.413 Hz Wireless Router 



sat 



Status 



Connected Wireless Client List 

The Wireless Client table below displays Wireless clients Connected to the AP (Access Point). 



0 

Help 



Connected Time 

Tue Sep 30 00:56:34 2003 



MAC Address 

00-40-05-C5-BA-76 



This screen displays the connection time and the MAC Address of the connected 
wireless clients. Click on Refresh for the most recent information. 



63 



Using the Configuration Menu 

Help 



D-Link 



High-Speed 2 .4G Hz Wireless Router 



DI-824VUPI 




Home Advanced Tools Status 



Help 



Home 

• Setup Wizard 

• Wireless 

• WAN Settings 

• LAN Settings 

• DHCP Server 

• VPN 

Advanced 

• Virtual Server 

• Special Applications 

• Filters 

• Firewall Rules 

• SNMP 

• DDNS 

• Routing 

• DMZ 

• Wireless Performance 

Tools 

• Administrator Settings 

• System Time 

• System Settings 

• Firmware Upgrade 

• Miscellaneous Items 

Status 

• Device Information 

• Log 

• Traffic Statistics 

• Wireless 

FAQs 



This screen displays the complete Help menu. For help at anytime, click the Help tab in 
the Configuration menu. 
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Installing the Print Server Software 



Insert the installation CD-ROM into the CD-ROM drive. The following window will be 
shown automatically. If it is not, please run "autorun.exe" on the CD-ROM. 



Click Install Print 
Server Software 



D-Link 

Building Networks for Peop! 



Protect and Share Your Internet Connection 



DI-824VUP 




Ready ] 

Urn* 



tall Print Server Software 
Install Adobe Reader 
* Visit support.dlink.com 



4-Port Wireless Broadband VPN 

Router 



D-Link 

Building Networks for People 



Select your Windows 






operating system 




i 
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Installing the Print Server Software (continued) 



Wait until the following Welcome 
dialog appears. 



Welcome to the Broadband Router Print Server driver 
Setup program. This program will install Print Server on your 
computer. 



Click Next 



Select the destination folder. 



Click Next 



Then, the setup program will begin 
to install the programs into the 
destination folder. 



When the following window is 
displayed. 



Click Finish 



After rebooting your 
computer, the software 
installation procedure is 
finished. 



Choose Destination Location 

> r I ,'Ji i :« p - ir n| . , =|| ,|< 



• Tfi.J ' ib.ii - SB P thQ f ... 



r- Destination Folder 

E:V.ABroadband Router USB Print Server 



USB Print Server Setup 



InstallShield Wizard Complete 



[Click OK |- 



iooi ;-a ij 'as a : : ; ::ako etlec 



» * <ii r 1 r i. , i ' i , i 
f No J will restart my. computer later. 
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Configuring on Windows 98se/Me Platforms 



After you finish the software installation pro- 
cedure, your computer will be capable of 
network printing provided by the Dl- 
824VUP. For convenience, we call the 
printer connected to the printer port of the 
DI-824VUP a printer server. On a Windows 
95/98 platform, open the Printers window 
in the My Computer menu. 

Now, you can configure the print server of 
theDI-824VUP: 

Find out the corresponding icon of your 
printer, for example, the HP LaserJet 6L. 
Right click on that icon, and then select 
Properties. 

The following screen appears: 



Click on the 
Details tab 



Choose the "PRTmate: (AII-in-1 )" from 
the list attached at the Print To item. 
Be sure that the Printer Driver item 
is configured to the correct driver of 
your printer server. 



Click Port Settings 



File Edit View Help 



<2 



Add Printer 



;HP LaserJet; HPLaserJet(.. 
[ BLJPCL) J Chinese) 



4- object(s) 




Gerard | DefaiSs | Sharing) Paper | Pfciit Quality | Font* | Device OrJliMW | 
HP LasEfJa 6L [PCL) 



Separata page, (no^) 



_H Browse .. 



OK | Canori 



EE! 



Drtaix ( Slwig | p*pu | PrrJ C'j^j | F:-nlc | D Qpasr: | 





|l»ll.J>JIBb!ll!.HI 






|up n pfi.i 




Xj rfclr F -.hI . | 








Erjd r 





Choose your printer interface. 

Type in the IP address of the DI-824VUP. 



[Click OK |- 



Printer Position 



Printer's Interface 



♦ DB 251 Parallel! 

r USB 



AII-in-1 IP-Sharer's IP : 
|1S2.168.0.1 



n 



Help | 
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Configuring on Windows 2000/XP Platforms 



Click Port \ 



The configuration procedure for a 
Windows 2000/XP platform is similar to 
that of Windows 95/98 except the 
screen of printer Properties. 



Click Configure Port 




girt to Ihc Iftfouolg pw?|s|, DdcLinerJts mil pnrJt fa Ihe !■ si free 
chewed pniL 



Por: 






□ C0M1: 






□ com? 


SeiialPdt 




□ mu.l 


S*iidPort 


■ 


□ COM* 






□ ru- 






il 










jgelcleRert 





I - £neblebtii«tfiorifli1?ufpgii 
l~~ Ecabte pii*ei poalaa 



Choose your printer interface. 

Type in the IP address of the DI-824VUP. 



[Click OK ]■ 



Printer Position 



Printer's interface 



• DB 251 Parallel! 

r USB 



AII-in-1 IP-Sharer's IP : 



Help 



192.1 68.0.1 



(Note: Screen shots are taken in Windows 2000, 
similar screens will appear in Windows XR) 
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Networking Basics 

Using the Network Setup Wizard in Windows XP 

In this section you will learn how to establish a network at home or work, 
using Microsoft Windows XP. 

Note: Please refer to websites such as http://www. homenethelp. com 
and http://www. microsoft. com/windows2000 for information about networking 
computers using Windows 2000, ME or 98. 

Go to Start > Control Panel > Network Connections 
Select Set up a home or small office network 



Network Setup Wizard 




Welcome to the Network Setup 
Wizard 

This wizard will help you set up this computer to run on your 
network. With a network you can: 

* Share an Internet connection 

* Set up Internet Connection Firewall 

* Share files and folders 

* Share a printer 



To continue, click Newt. 



Cancel 



When this screen appears, Click Next. 
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Networking Basics 

Please follow all the instructions in this window: 



Network Setup Wizard 



Before you continue.. 



Before you continue, review the i 
Then, complete the following steps: 

* Install the network cards, moderns, and cables. 

* Turn on all computers, printers, and external modems. 

* Connect to the Internet. 

When you click Next, the wizard will search for a shared Internet connection on your network. 



Click Next. 

In the following window, select the best description of your computer. If your 
computer connects to the internet through a gateway/router, select the 
second option as shown. 



Network Setup Wizard 



Select a connection method. 



Select the statement that best describes this computer: 

Q This computer connects directly to the Internet. The other computers on my network connect 
to the Internet through this computer. 
View an example . 

© This computer connects to the Internet through another computer on my network or through 
a residential gateway. 
View an example . 

OEhi 



Learn more about home or small office network configurations . 



Click Next. 



< Back 



3 m-*> I 



Cancel 
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Networking Basics 

Enter a Computer description and a Computer name (optional). 



Network Setup Wizard 



Give this computer a description and name. 



BR 



Computer description: Marys Computer 



Examples: Family Room Computer or Monica's Computer 



Computer name: 



Office 



Examples: FAMILY or MONICA 
The current computer name is Office 



Learn more about computer names and descriptions . 









[ < Back 


[[ Next > 


Cancel 







Click Next. 

Enter a Workgroup name. All computers on your network should have the 
same Workgroup name. 



Network Setup Wizard 



Name your network. 



Name your network by specifying a workgroup name below. All computers on your network 
should have the same workgroup name. 



Workgroup name: 


1 Accounting 









_| Next> ^| 



< Back Next > Cancel 



Click Next. 
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Networking Basics 



Please wait while the Network Setup Wizard applies the changes. 



Network Setup Wizard 



Ready to apply network settings.. 



The wizard will apply the following settings. This process may take a few minutes to complete 
and cannot be interrupted. 

Settings: 



Network settings: 

Computer description: Mary's Computer 
Computer name: Office 
Workgroup name: AcoDuritir>g 

The Shared Documents folder and any printers connected to this computer have been 
shared. 



To apply these settings, click Next. 



[ < Back ~| f 



Newt > 



Cancel 



When the changes are complete, click Next. 

Please wait while the Network Setup Wizard configures the computer. 
This may take a few minutes. 



Network Setup Wizard 



Please wait.. 




Please wait while the wizard configures this computer for home or small office networking. This 
process may take a few minutes. 



S 



< Back Neat> 



Cancel 
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Networking Basics 



In the window below, select the option that fits your needs. In this example, Create a 
Network Setup Disk has been selected. You will run this disk on each of the 
computers on your network. Click Next. 



Network Setup Wizard 



You're almost done... 



EC 



1 v You need to run the Network Setup Wizard once on each of the computers on your 

network. To run the wizard on computers that are not running Windows XP, you can use 
the Windows XP CD or a Network Setup Disk. 

What do you want to do? 

ij!^J- 3 N-t> Sf>'!>[_ '""I ' 

0 Use the Network Setup Disk I already have 
O Use my Windows XP CD 

O Just finish the wizard; I don't need to run the wizard on other computers 









< Back 


Next > 


Cancel 





Insert a disk into the Floppy Disk Drive, in this case drive A. 



Network Setup Wizard 



Insert the disk you want to use. 



BP 



Insert a disk the into the following disk drive, and then click Newt. 
Floppy (A:) 

If you want to format the disk, click Format Disk. 



Format Disk 



Networking Basics 



Copying... [X 



Please wait while the wizard copies files. . . 



Cancel 



Please read the information under Here's how in the screen below. After you complete 
the Network Setup Wizard you will use the Network Setup Disk to run the Network 
Setup Wizard once on each of the computers on your network. To continue click Next. 



Network Setup Wizard 



To run the wizard with the Network Setup Disk... 




Complete the wizard and restart this computer. Then, use the Network Setup Disk to run 
the Network Setup Wizard once on each of the other computers on your network. 

Here's how: 



1 . Insert the Network Setup Disk into the neat computer you want to network. 

2. Open My Computer and then open the Network Setup Disk. 

3. Double-click "netsetup." 
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Networking Basics 



Please read the information on this screen, then click Finish to complete the 
Network Setup Wizard. 



Network Setup Wizard 





Completing the Network Setup 
Wizard 



You have successfully set up this computer for home or small 
office networking. 

For help with home or small office networking, see the 
following topics in Help and Support Center: 

* Using the ; Shared Documents folder 

* Shar ing files and folded 

To see other computers on your network, click Start, and then 
click My Network Places. 



To close this wizard, click Finish. 



< Back 



Finish 



Cancel 



The new settings will take effect when you restart the computer. Click Yes to 
restart the computer. 



System Settings Change 



<jl , You must restart your computer before the new settings will take effect. 



Do you want to restart your computer now? 



Yes 




No 









You have completed configuring this computer. Next, you will need to run the 
Network Setup Disk on all the other computers on your network. After running 
the Network Setup Disk on all your computers, your new wireless network 
will be ready to use. 
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Networking Basics 
Naming your Computer 

To name your computer, please follow these directions: In Windows XP: 

■ Click Start (in the lower left corner of the screen). 

■ Right-click on My Computer. 

■ Select Properties and click. 




Internet 

Internet Explorer 



■I E-mail 

Outlook Express 



Q| Command Prompt 
MSN Explorer 
^^^j Windows Media Player 
Windows Movie Maker 

Tour Windows XP 

Aj Files and Settings Transfer 
Wizard 



My Documents 
| ^ My Recent Documents ► 
/ My Pictures 
My Music 



"ly Computer 



Connect To 
^sk Prinl:ers anc ' 



f0^ Help and Supl 



] Open 

Explore 

Search... 

Manage 




Map Network Drive... 
Disconnect Network Drive. . . 


Show on Desktop 
Rename 







Select the Computer 
Name Tab in the System 
Properties window. 



You may enter a Com- 
puter Description if you 

wish; this field is optional. 



To rename the computer 
and join a domain, Click 
Change. 



System Properties 



System Restojfi 
General 



!stoi^^__^^£u|flmatic Updates 
T Computer Name ^Jp I H 



Hardware 



Remote 



Advanced 



Windows uses the following information to identify your computer 
on the network. 



Computer description: 



For ewample: "Kitchen Computer" or "Mary's 
Computer". 



Full computer name: Office 
Workgroup: Accounting 



To use the Network Identification Wizard to join a 
domain and create a local user account, click Network 
ID. 

To rename this computer or join a domain, click Change. 



Network ID 



Change.. 



3 
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Networking Basics 
Naming your Computer 



In this window, enter the 
Computer name. 

Select Workgroup and enter 
the name of the Workgroup. 

All computers on your network 
must have the same 
Workgroup name. 



Click OK. 



Computer Name Changes 



You can change the name and the membership of this 
computer. Changes may affect access to network resources. 



Computer name: 



Office 



Full computer name: 
Office 



Member of 
O Domain: 



©Workgroup: 
Amounting 



[ More... 



| OK | [ Cancel 



Checking the IP Address in Windows XP 



The wireless adapter-equipped computers in your network must be in the same IP Ad- 
dress range (see Getting Started in this manual for a definition of IP Address Range). To 
check on the IP Address of the adapter, please do the following: 



Right-click on the 
Local Area 
Connection icon 

in the task bar. 



Click on Status. 



Disable 



Repair 



View Available Wireless Networks 



Open Network Connections 
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Checking the IP Address in Windows XP 



This window will appear. 



Click the 
Support tab. 



Click Close. 



Wireless Network Connection 7 Status 



General fSupport 1 



Internet Protocol (TCP/IP) 
Address Type: 



IP Address: 



Subnet Mask: 
Default Gateway: 



Repair 



0® 



Assigned by DHCP 



192.168.0.114 



255.255.255.0 
1 92.168. 0.1 



Details... 



Close 



Assigning a Static IP Address in Windows XP/2000 

Note: Residential Gateways/Broadband Routers will automatically assign IP Ad- 
dresses to the computers on the network, using DHCP (Dynamic Host Configura- 
tion Protocol) technology. If you are using a DHCP-capable Gateway/Router you 
will not need to assign Static IP Addresses. 

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP 
Address, please follow these instructions: 



Go to Start. 



Double-click on 
Control Panel. 



Tour Windows XP 



Paint 



1 i \ Files and Settings Transfer 
Wizard 

All Programs p> 



Printers and Faxes 

1Q> Help and Support 
J^) Search 





(^Logoff 


© 


Turn Off Computer 


<7 stan 
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Assigning a Static IP Address in Windows XP/2000 



Double-click on 

Network 

Connections. 



f Control Panel 


File Edit View Favorites 


Tools Help 




Q Back ' Q ^ 


^Z) Search Folders 




Address |Q> Control Panel 




^ Add Hardware 

Add or Remove Programs 
I Administrative Tools 
Date and Time 

. : is ! : y 

Folder Options 
Fonts 

Game Controllers 
'Internet Options 
Keyboard 

lone and Modem options 
Power Options 
Printers and Faxes 
Regional and Language Options 
Scanners and Cameras 
Scheduled Tasks 
Sounds ant ' :: : devices 
Speei : 
i> J System 

Taskbar and Start Menu 
User Accounts 



Connects to other computerSj networks, and the Internet. 



Right-click on Local Area 
Connections. 



Single-click on 
Properties. 



File Edit View Favorites Tools Advanced Help 



Q Back - Q * $ LP S 
Address \lQ Network Connections 



Q Create a new 

connection 
Q Set up a home or small 

office network 
<l/3 Disable this network 

^ Repair this connection 
^ Rename this connection 

(J) View status of this 

connection 
[J| Change settings of this 

connection 



Q> Control Panel 

j My Netw 

|£j My Documents 

j My Computer 




Create Shortcut 
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Networking Basics 
Assigning a Static IP Address 
in Windows XP/2000 



Click on Internet 
Protocol (TCP/IP). 



Click Properties. 



Local Area Connection 7 Properties 



■ Input your IP address and 
subnet mask. (The IP 
Addresses on your network 
must be within the same 
range. For example, if one 
computer has an IP Address 
of 192.168.0.2, the other 
computers should have IP 
Addresses that are 
sequential, like 192.168.0.3 
and 1 92.1 68.0.4. The subnet 
mask must be the same for 
all the computers on the 
network.) 

■ Input your DNS server 
addresses. (Note: If you 
are entering a DNS 
server, you must enter the 
IP Address of the Default 
Gateway.) 

The DNS server information will be supplied 
by your ISP (Internet Service Provider). 



General Advanced 



Connect using: 



D-Link DWL-A55Q 



Configure.. 



This connection uses the following items: 



0 i^l Client for Microsoft Networks 

^ J§ File and Printer Sharing for Microsoft Networks 

* J^QoS Packet Scheduler 



la«S Internet Protocol (TCP/IP) ) 



L 



Install. 



Uninstall 



Properties 



3 



Description — 

Transmission Control Protocol/lnternet Protocol. The default 
wide area network protocol that provides communication 
across diverse interconnected networks. 



□ Show icon in notification area when connected 



Internet Protocol (TCP/IP) Properties 



General 



You can get IP settings assigned automatically if your network supports 
this capability. Otherwise, you need to ask your network administrator for 
the appropriate IP settings. 



Q Obtain an IP address automatically 
^^^^^^^^^^^^^^^^^ 



255 . 255 . 255 . 



Default gateway: 



se the following DNS server addresses: I 



Preferred DNS server: 
Alternate DNS server: 



Click OK. 
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Assigning a Static IP Address with Macintosh OSX 



Go to the Apple Menu and se- 
lect System Preferences. 

Click on Network. 
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i ^gr use 

d Network Startup Disk 


CD 




Hi 


ES ^ ® >6 

General International Login Screen S^er Jn 


• 




H 

Displays 






Internet & Netwnrk 

• (!) 






System 















Select Built-in Ethernet in the 
Show pull-down menu. 

Select Manually in the Con- 
figure pull-down menu. 



© 0 Network 

Show All Displays Sound Network Startup Disk 
Location: Automatic 



IShow: Built-in Ethernet 



ZD 



5" DHCP Router 
Configure Using DHCP 
Using BootP 



IP Address: 

(Provided by DHCP Server) 
Subnet Mask: 255. 2SS. 255.0 

Router: 1 92.1 68.0.1 

DHCP Client ID: 



...<x... .Jame Servers (Optionaf) 



Search Domains (Optional] 



Ethernet Address: 



Example, apple.com, earth link ret 



^3} Click the lock to prevent further changes. 



Apply Now 



Input the Static IP Address, 
the Subnet Mask and the 
Router IP Address in the ap- 
propriate fields. 



Click Apply Now. 
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m 



Displays Sound Network Startup Disk 



Location: Automatic 



Show: Built-in Ethernet 



PPPoE I AppleTalk | ProxiES ^ 



Configure: Manually 



3 



IP Address: 192 168 0.2 



SubretMask: 255. 2SS. 255.0 



Router: 192,168.0.1 



Ethernet Address: 00:09:93:7S:de:Sa 



Domain Name Servers (Optional) 



Search Domains (Optional) 



Example: apple. com. earthlink.net 



^ Click the lock to prevent further changes. 



I r Apply Now ^ 
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Selecting a Dynamic IP Address with Macintosh OSX 



Go to the Apple Menu and select 
System Preferences. 

Click on Network. 



e o 












CD 




CI s 


IB s 


-\ 

jTlLl 








Personal 
















5 






s 


JL u 


• 
















Hardware 

JL 


■ 




ffl 








# 


® 


JL 














St 


JL 























Select Built-in Ethernet in the 
Show pull-down menu. 



Select Using DHCP in the 
Configure pull-down menu. 



e o 



I : i Ik ® 



Show All Displays Sound Network Startup Disk 



Location: Automatic 



[Show: Built-in Ethernet 



J Manually 



IP Address: 

(Provided by DHCP Server) 
Subnet Mask: 255.255.2S5.0 

Router: 192.1SR0.1 

DHCP Client ID: 



. .Jame Servers (Optional) 



Search Domains (Optional!) 



Ethernet Address: 



Example: apple.com, earthlink.n 



Click the lock to prevent further changes. 



Click Apply Now. 



The IP Address, Subnet 
mask, and the Router's IP 
Address will appear in a few 
seconds. 



e o 



Show All Displays 5oinid Network Startup Disk 



Location: Automatic 



Show: Built-in Ethernet 



PPPoE ] AppleTalk ] Proxies ' 



Configure: Using DHCP 



Subnet Mask: 25S.2SS.2SS.O 
Router: 192.168.0.1 
DHCP Client ID: 

(Optional) 

Ethernet Address: uO:06:9S:79:de:Sa 
I ; Click the lock to prevent further changes. 



Domain Name Servers (Optional) 



Search Domains (Optional) 



Example: apple.com, earthlink.m 
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Networking Basics 

Checking the Wireless Connection by Pinging in Windows XP and 
2000 

■ Go to Start > Run > 
type cmd. A window 
similar to this one 
will appear. Type 
ping 

XXX. XXX. XXX. XXX, 

where xxx is the IP 
Address of the 

Wireless Router or 
Access Point. A 
good wireless 
connection will show 
four replies from the 
Wireless Router or 
Acess Point, as 
shown. 



~ F:\WINDOWS1System32\cmd.exe |~ | f~ 



Microsoft Windows XP [Uersion 5.1.2600] 
<C> Copyright 1985-2001 Microsoft Corp. 

F:\Documents and Settings\lab4>ping 192.168.0.50 

Pinging 192.168.0.50 with 32 bytes of data: 

Reply from 192.168.0.50: bytes=32 tine=5ms TTL=30 

Reply from 192.168.0.50: bytes=32 time=64ms TIL=30 

Reply from 192.168.0.50: bytes=32 time=3ms TTL=30 

Reply from 192.168.0.50: bytes=32 time=17ms TIL=30 

Ping statistics for 192.168.0.50: 

Packets: Sent = 4, Received = 4, Lost = 0 (0K loss>, 
Approximate round trip times in milli-seconds : 

Minimum = 3ms, Maximum = 64ms, Average = 22ms 

F:\Documents and Settings\lab4>_ 



Checking the Wireless Connection by Pinging in Windows Me and 
98 



■ Go to Start > Run 

> type command. 
A window similar to 
this will appear. 
Type ping 
xxx. xxx. xxx. xxx 
where xxx is the IP 
Address of the 
Wireless Router or 
Access Point. A 
good wireless 
connection will 




show four replies 
from the wireless 
router or access 
point, as shown. 
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Networking Basics 

Adding and Sharing Printers in Windows XP 



After you have run the Network Setup Wizard on all the computers in your network 
(please see the Network Setup Wizard section at the beginning of Networking Basics), 
you can use the Add Printer Wizard to add or share a printer on your network. 

Whether you want to add a local printer (a printer connected directly to one computer), 
share an LPR printer (a printer connected to a print server), or share a network 
printer (a printer connected to your network through a Gateway/Router), use the Add 
Printer Wizard. Please follow the directions below: 

First, make sure that you have run the Network Setup Wizard on all of the computers 
on your network. 

On the following pages, we will show you these 3 ways to use the Add Printer Wizard: 

1. Adding a local printer 

2. Sharing an network printer 

3. Sharing an LPR printer 



(Other Networking Tasks) 

For help with other tasks, that we have not covered here, in home or small office net- 
working, see Using the Shared Documents folder and Sharing files and folders in 
the Help and Support Center in Microsoft Windows XP. 
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Networking Basics 

Adding a local printer (a printer connected directly to a computer) 



A printer that is not shared on the network and is connected directly to one computer 
is called a local printer. If you do not need to share your printer on a network, follow 
these directions to add the printer to one computer. 



Go to Start 
> Printers 
and Faxes 



Windows Movie Maker 



Tour Windows XP 



Control Panel 



Printers and Faxes 



r m§\ Fi' es ar| d Settings Transfer 
S($ Wizard 



Notepad 

All Programs 



Is start 



^ffj Help and Support 

Search 
f~J Run... 



Log Off (T) Turn Off Computer 



Click on Add a printer 
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Networking Basics 
Adding a local printer 



Add Printer Wizard 




Welcome to the Add Printer 
Wizard 




This wizard helps you install a printer or make printer 
connections. 




Z . If you have a Plug and Play printer that connects 
through a USB port (oi any othei hot pluggable 
port, such as IEEE 1 394, infrared, and so on), you 
do not need to use this wizard. Click Cancel to 
close the wizard, and then plug the printer's cable 
into your computer or point the printer toward your 
computer's infrared port, and turn the printei :m. 
W indo ■•■n will automatically nsta I the printer for you. 




To continue, click Newt. 


^^^^^3 [ Cancel ] 



Select Local printer 
attached to this 
computer. 

(Deselect Automati- 
cally detect and install 
my Plug and Play 
printer if it has been 
selected.) 



Click Next. 



Local or Network Printer 

The wizard needs to know which type of printei to set up. 



Select the i iption that describes the pr nter you want to use: 
© Local printer atta omputer 

Automatically detect and install my Plug and Flay printer 
O A network printer, or a printer attached to another computer 



I i i t is not attached to a print server, 

J~iS use tne "Local printer" option. 









[ < Back 


[ Newt > ] 


[ Cancel ] 



■ Select Use the follow- 
ing port: 

■ From the pull-down menu 
select the correct port 

for your printer. 

(Most computers use the LPT1:port, 
as shown in the illustration.) 

■ Click Next. 



Add Printer Wizard 



Select a Printer Port 

Computers communicate with printers through ports. 



Seled the port you want you pr nter to use ll the port is not isted >, on can create s 
new port. 

Use the following port: 

Note: Most computers use the LPT i port to communicate with a bed: printer 
The connector foi this port should look something like this: 



O Create a new port: 

Type of port: Local Port 



| <Back | | Nent> 
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Networking Basics 
Adding a local printer 

■ Select and highlight 
the correct driver for 

your printer. 

■ Click Next. 



(If the correct driver is 
not displayed, insert the 
CD or floppy disk that 
came with your printer 
and click Have Disk.) 



Add Printer Wizard 



Install Printer Software 

The manufacturer and model determine which printer software to use. 



Select the manufacturer and model of your printer. If your printer came with an installation 
disk, click Have Disk. If your printer is not listed, consult your printer documentation for 
compatible printer software. 



Manufacturer A 


Printers A 


Fujitsu 
GCC 
Generic 
Gestetner 

HP v 


3tf HP DeskJet 400 

3^ HP DeskJet 400 (Monochrome) 

^ HP DeskJet 420 



This driver is digitally signed. 

Tell me why driver signing is important 



Windows Update 









[ < Back 




[ Cancel ] 









At this screen, you 
can change the name 
of the printer (optional). 



Click Next. 



Add Printer Wizard 



Name Your Printer 

You must assign a iame to this printer 



Type a name for this printer. Because some programs do not support printer and server 
name combinations of more than 31 characters, t is best to ksep the name as short si 



~[[ Next> ]] [ 



Select Yes, to print a 
test page. A successful 
printing will confirm that 
you have chosen the 
correct driver. 



Add Printer Wizard 



Print Test Page 

I o confirm that the printer is installed properly, you :an print a test page. 



Click Next. 



Do you want to print a test page? 
©Si 
ONo 









[ < Back 


\\ Nent> 


[ Cancel ] 
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Networking Basics 
Adding a local printer 



This screen gives you information about your printer. 



Completing the Add Printer 
Wizard 



You have successfully completed the Add Printer Wizard. 
You specified the following printer settings: 

Name: HP DeskJet 500 

S hare name: < N ot S hared> 

Port: LPT1: 

Model: HP DeskJet 500 

Default: Yes 

Test page: Yes 




To close this wizard, click Finish. 









< Back 




Cancel 







Click Finish. 

When the test page has printed, 



HP DeskJet 500 



A test page is now being sent to the printer. Depending on the 
speed of your printer, it may take a minute or two before the page 
is printed. 

The test page briefly demonstrates the printer's ability to print 
graphics and tent, and it provides technical information about the 
printer driver. 

If the test page printed, click OK. 

If the test page did not print, click Troubleshoot. 




Click OK. 



Networking Basics 
Adding a local printer 



Go to Start > Printers 
and Faxes. 



A successful installation will display 
the printer icon as shown at right. 



You have successfully added a local 
printer. 




Printer Tasks 



Add a printer 
^) 5ee what's printing 

p| Select printing 

preferences 
ijj Pause printing 
^ Share this printer 
(mjj Rename this printer 
Delete this printer 
Set printer properties 

See Also 

^ Go to manufacturer's 
Web site 

Other Places 

0^ Control Panel 

^ Scanners and Cameras 

|Q My Documents 

(gj My Pictures 

J My Computer 

mi 



Sharing a network printer 

After you have run the Network Setup Wizard on all the computers on your network, 
you can run the Add Printer Wizard on all the computers on your network. Please 
follow these directions to use the Add Printer Wizard to share a printer on your 
network: 



Go to Start > 
Printers and Faxes 



Windows Movie Maker 


^* Control Panel 


j^^) Tour Windows XP 


1 |pt- Printers and Faxes 




rifr \ Files and Settings Transfer 
J\y Wizard 

Notepad 


ijffj Help and Support 

Search 
gf?Run... 


All Programs p> 






Networking Basics 
Sharing a network printer 



Click on 
Add a printer. 





If you have a Plug and Play printer that connects 
through a USB port (or any other hot pluggable 
port, such as IEEE 1394, infrared, and so on), you 
do not need to use this wizard. Click Cancel to 
close the wizard, and then plug the printer's cable 
into your computer or point the printer toward your 
computer's infrared port, and turn the printer on. 
Windows will automatically install the printer for you. 



To continue, click Next. 



Click Next. 



Select 

Network Printer. 



Add Printer Wizard 



Local or Network Printer 

The wizard needs to know which type of printer to set up. 



Click Next. 



Select the option that describes the printer you want to use: 

O Local printer attached to this computer 

|A !"! TT! :?? /A'^r^.'.U'-! A^. 1 ?. 1 ! "t: /. _ !^ _ ^JJ. r 1 ." 1 ^'. l^'J.'r ^ 9, :^ Tf! ! ^1 . .^I ! t?^'. fAQ*! !=! H 
© A network printer, or a printer attached to another computer 



| \ To set up a network printer that is not attached to a print server, 
JL J use the "Local printer" option. 
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Networking Basics 
Sharing a network printer 



Select Browse for 
a printer. 



Click Next. 



Specify a Printer 

f you don't know the name or address of the printer, you :an search for a printer 
that meets your needs. 



What printei do you want to connect to? 



§.[°.S?.?..f£[..§.l : !finM 

Connect to this pnr ter [or to browse for a printer., select this option and click Next): 
Name: 



1 



E xannple: Wser ver\printer 
O Connect to a printei on the Internet 01 on a home 01 office network 



E xarnple: h tip: / / s e r v e r printer s / my printer / printer 



<Back Next> 



Select the printer you 

would like to share. 



Click Next. 



Browse for Printer 

When the lisl of printers appears., select the one you want : ::: use. 



Printer: \\IQC3\HP DeskJet 50C 



Shared printers: 



=jj& Microsoft Windows Network 
P DUNK 
^glQC2 
IQC3 



— Printer information 
Comment: 

Status: Ready 



Documents waiting: 



<Back Next> 



Click Finish. 




Completing the Add Printer 
Wizard 



You have successfully completed the Add Printer Wizard. 
You specified the following printer settings: 

Name: HP DeskJet 500 on IQC3 

Default: Yes 
t ocation: 
Comment 



" o : lose this wizard click Finish 



< Back ! Finish 
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Networking Basics 
Sharing a network printer 



To check for proper 
installation: 


Windows Movie Maker 


Control Panel 








i^jj^) Tour Windows XP 


1 9^ Printers and Faxes 


Go to Start > Printers 
and Faxes. 


rjljQ Files and Settings Transfer 
S($ Wizard 

Notepad 

All Programs 


(fjjJJ Help and Support 

Search 
£7 Run... 



fffi] Log Off [©] Turn Off Computer 

if start 



The printer icon will appear at right, 
indicating proper installation. 

You have completed adding the 
printer. 

To share this printer 
on your network: 

■ Remember the printer 
name. 

■ Run the Add Printer 

Wizard on all the 

computers on your 
network. 

■ Make sure you have 
already run the 
Network Setup 
Wizard on all the 

network computers. 

After you run the Add Printer 

Wizard on all the computers in the 
network, you can share the printer. 



Printer Tasks 



f^l Add a printer 

^) See what's printing 

p) Select printing 
preferences 

tjj Pause printing 
^ Share this printer 
(mJJ Rename this printer 
^ Delete this printer 
Set printer properties 
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Networking Basics 
Sharing an LPR printer 



To share an LPR printer (using a print server,) you will need a Print Server such as 
the DP-101P+. Please make sure that you have run the Network Setup Wizard on 
all the computers on your network. To share an LPR printer, please follow these 

directions: 



■ Go to Start > 
Printers and 
Faxes. 

■ Click on Add 
a Printer. 

The screen to the 
right will appear. 




Click Next. 



If you have a Plug and Play printer that connects 
through a USB port (or any other hot pluggable 
port, such as IEEE 1 394, infrared, and so on), you 
do not need to use this wizard. Click Cancel to 
close the wizard, and then plug the printer's cable 
into your computer or point the printer toward your 
computer's infrared port, and turn the printer on. 
Windows will automatically install the printer for you. 



To continue., click Next. 



< Back 



Cancel 



Select 
Local 
Printer. 



Add Printer Wizard 



Local or Network Printer 

The wizard needs to know which type of printer to set up. 



Click Next. 



Select the option that describes the printer y ou want to use: 

^^^AuTomatically detect and install my Plug and Play printer 
O A network printer, or a printer attached to another computer 



1 k To set up a network printer that is not attached to a print server, 
.^■J use the "Local printer" option. 




< Back 



Cancel 
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Networking Basics 
Sharing an LPR printer 



Select Create a new port. 

From the pull-down menu, 
select Standard TCP/IP 
Port, as shown. 



Click Next. 



Select a Printer Port 

Computers communicate with printers through ports. 



Select the port you war t your pi nter b: use. If the port is not listed, you can create a 
new port. 

O Use the following port: ded Printer Port) 

. ite i 




Add Standard TCP/IP Printer Port Wizard 



Please read the 
instructions on this 
screen. 



Click Next. 




Welcome to the Add Standard 
TCP/IP Printer Port Wizard 

You ise & : A'izard tc add a ::: rt foi a network printer 

Before continuing be sure that 

1 . The device is turned on. 

: : . 1 he network is connected and c mfigured 



'. c continue, click Next 



Enter the Printer IP 
Address and the Port 
Name, as shown. 



Click Next. 



Add Standard TCP/IP Printer Port Wizard 



Add Port 

For which device do you want to add a port? 



Entei the Printei Name or IP address and a port name for the desired device 



Printer Name or IP Address: 1 192. 170. 0.20 
Port Name: 



IP_1 92.1 70.0.20 



[ Cancei~ 
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Networking Basics 
Sharing an LPR printer 



Add Standard TCP/IP Printer Port Wizard 



Additional Port Information Required 

The device could not be identified. 



In this 
screen, 
select 
Custom. 



Click 
Settings. 



Enter the Port 
Name and the 
Printer Name 

or 

IP Address. 

Select LPR. 

Enter a 
Queue 
Name (if your 
Print-Server/ 
Gateway has 
more than 
one port, you 
will need a 
Queue 
name). 

Click OK. 



The detected device is of unknown type. Be sure that: 

1 . The device is properly configured. 

2. The address on the previous page is correct. 

Either correct the address and perform another search on the network by returning to the 
previous wizard page or select the device type if you are sure the address is correct. 



Device Type 



O Standard 
y ©Custom |l;ettingsrj| J 



Configure Standard TCP/IP Port Monitor 



Port Settings 



Port Name: 

Printer Name or IP Address: 



IP 192.170.0.20 



192.170.0.20 



Protocol 






QRaw 


©LPR 





Raw Settings 
Port N umber: 

LPR Settings 



9100 



Queue Name: 



IP 



□ LPR Byte Counting Enabled 

□ SNMP Status Enabled 

Community Name: public 



SNMP Device Index: 1 



□K 



Cancel 
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Networking Basics 
Sharing an LPR printer 




Select the printer you 
are adding from the list 
of Printers. 



Insert the printer driver disk 
that came with your printer. 



Click Have Disk. 



Install Printer Software 

The manufacture and nodel determine which intei software to use 



Sele X tl" e manufacture! and rr odel ol youi 1 1 nter. If your printer came with ar installation 
disk, clid= Have Disk. If your printer is not listed, consult you printei documentation for 
compatible printer software 



Manufacturer 




^rintersj 


i 


Fujitsu 
GCC 

westerner 


' 


VHPDeskJet 400 

■J? HP DeskJet 400 (Monochrome) 
3^ HP DeskJet 420 




HP 









1 his drivei is digitally signed 



I Windows Update 



[ < Back ]| Next> | ( Cancel 



If the printer driver is already installed, do 
the following: 

■ Select Keep existing 
driver. 



■ Click Next. 



Use Existing Driver 

A driver is already installed for this printer. You can use or replace the existin 
driver. 


B 


HP DeskJet 500 




Do you want to keep the existing driver or use the new one? 




Veep existing drivei (lecommendedl 




Replace exiting driver 




| <Back 1 Next> 


[ Cancel J 



96 



Networking Basics 
Sharing an LPR printer 



You can rename your printer if 
you choose. It is optional. 

Please remember the name of 
your printer. You will need this 
information when you use the 
Add Printer Wizard on the 
other computers on your 
network. 

Click Next. 



ime Your Printer 

You must assign a name to this printer. 



Type a name for this printer Because some programs do not support prii itei and servei 
name combinations of more than 31 characters, it is best to keep the name as short as 
possible. 



Select Yes, to print a test page. 



Click Next 



Print Test Page 

I : i conl that the printer is installed properly., you can print a test page. 



Do you want to print a test page? 
ONo 



<Back |P Next> 



This screen will display information 
about your printer. 



Click Finish to complete the 
addition of the printer. 

Please run the Add Printer 
Wizard on all the computers 
on your network in order to 
share the printer. 



Add Printer Wizard 


r ^ 


Completing the Add Printer 


Wizard 


' i '01 j ha /e uc c e M ill 1 , 1 c omplel ed the Add Printer Wizard. 




You specified the following printer settings: 




Name: HP DeskJet 500 




Sharename: <NotShared> 




Port: IP_1 92.1 70.0.20 




Model: HP DesUet 500 




Default: Yes 




Test page: Yes 




To close this wizard, click Finish. 






f < Back || Rnrsh |J [ Cancel ] 





Note: You must run the Network Setup Wizard on all the computers on your network before 
you run the Add Printer Wizard. 
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Resetting the DI-824VUP to the 
Factory Default Settings 



After you have tried other methods for troubleshooting your network, you 
may choose to Reset the DI-824VUP to the factory default settings. 




To hard-reset the D-Link DI-824VUP to the Factory Default Settings, please 
do the following: 



■ Locate the Reset button on the back of the DI-824VUP. 



■ Use a paper clip to press the Reset button and 
power on. 

■ Hold for about 5 seconds (do not hold for too long) 
and then release. (Or, release when the status 
LEDflashes.) 

■ After you have completed the above steps, the Dl- 
824VUP will be reset to the factory default settings. 
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Technical Specifications 

Standards 

■ IEEE 802.11b 

■ IEEE 802.3 

■ IEEE 802.3u 1 00BASE-TX Fast Ethernet 

■ IEEE802.11g 

■ USB 1.1 

VPN Pass Through Function 

■ PPTP 

■ L2TP 

■ IPSec 

LEDs 

■ Power 

■ WAN 

■ LAN 

■ WLAN 

■ Status 

■ COM 

■ USB 

■ LPT 

Operating Temperature 

■ 32°Fto131°F(0°Cto55 c C) 

Humidity 

■ 10-90% 

Power 

■ 5VDC/2.5A 
Dimensions 

■ L = 9.25 inches (233mm) 

■ W = 6.5 inches (165mm) 

■ H = 1.375 inches (35mm) 

Weight 

■ ~2.0oz. (907g) 

Ports 

■ 4x 10/100 LAN Ports (MDI/MDIX) 

■ 1 x 10/100 WAN Port (MDI/MDIX 

■ 1 COM Port (Dial-up Modem) 

■ 1 Parallel Port (DB25) 

■ 1 USB Port 



Frequently Asked Questions 



Why can't I access the Web-based configuration? 



When entering the IP Address of the DI-824VUP (192.168.0.1), you are not 
connecting to the Internet or have to be connected to the Internet. The device has the 
utility built-in to a ROM chip in the device itself. Your computer must be on the same 
IP subnet to connect to the web-based utility. 

To resolve difficulties accessing a Web utility, please follow the steps below. 

Step 1 Verify physical connectivity by checking for solid link lights on the device. If 
you do not get a solid link light, try using a different cable or connect to a different 
port on the device, if possible. If the computer is turned off, the link light may not be 
on. 

What type of cable should I be using? 

The following connections require a Crossover Cable : 

Computer to Computer 

Computer to Uplink Port 

Computer to Access Point 

Computer to Print Server 

Computer/XBOX/PS2 to DWL-81 0 

Computer/XBOX/PS2to DWL-900AP+ 

Uplink Port to Uplink Port (hub/switch) 

Normal Port to Normal Port (hub/switch) 

The following connections require a Straight-through Cable : 

Computer to Residential Gateway/Router 

Computer to Normal Port (hub/switch) 

Access Point to Normal Port (hub/switch) 

Print Server to Normal Port (hub/switch) 

Uplink Port to Normal Port (hub/switch) 

Rule of Thumb: 

"If there is a link light, the cable is right." 
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Frequently Asked Questions (continued) 



Why can't I access the Web-based configuration? (continued) 



What type of cable should I be using? (continued) 

What s the difference between a crossover cable and a straight-through 
cable? 

The wiring in crossover and straight-through cables are different. The two types 
of cable have different purposes for different 
LAN configurations. EIA/TIA568A/568B 
define the wiring standards and allow for 
two different wiring color codes as 
illustrated in the following diagram. 




White-Green 
Green 

White -Orange 
Blue 

White-Blue 
Orange 
White-Brown 
Brown 



56BA CABLE END 



*The wires with colored backgrounds may 
have white stripes and may be denoted 
that way in diagrams found elsewhere. 

How to tell straight-through cable from 
a crossover cable: 

The main way to tell the difference 
between the two cable types is to compare 
the wiring order on the ends of the cable. If 
the wiring is the same on both sides, it is 
straight-through cable. If one side has opposite wiring, it is a crossover cable. 




White-Orange 
Orange 
White -Green 
Blue 

White-Blue 
Green 

White -Brown 
Brown 



568B CABLE END 



All you need to remember to properly configure the cables is the pinout order of 
the two cable ends and the following rules: 
A straight-through cable has identical ends 
A crossover cable has different ends 



It makes no functional difference which standard you follow for straight-through 
cable ends, as long as both ends are the same. You can start a crossover cable 
with either standard as long as the other end is the other standard. It makes no 
functional difference which end is which. The order in which you pin the cable is 
important. Using a pattern other than what is specified in the above diagram 
could cause connection problems. 

When to use a crossover cable and when to use a straight-through cable: 

Computer to Computer - Crossover 

Computer to an normal port on a Hub/Switch - Straight-through 
Computer to an uplink port on a Hub/Switch - Crossover 
Hub/Switch uplink port to another Hub/Switch uplink port - Crossover 
Hub/Switch uplink port to another Hub/Switch normal port - Straight-through 
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Frequently Asked Questions (continued) 



Why can't I access the Web-based configuration? (continued) 



Step 2 Disable any Internet security software running on the computer. Software 
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might 
block access to the configuration pages. Check the help files included with your 
firewall software for more information on disabling or configuring it. 

Step 3 Configure your Internet settings. 

Go to Start > Settings > Control Panel. Double , 
click the Internet Options Icon. From the Security 
tab, click the Default Level button to restore the 
settings to their defaults. 



Click to the Connection tab and set the dial- 
up option to Never Dial a Connection. Click 
the LAN Settings button. 



Nothing should be checked. Click OK. 



Go to the Advanced tab and click the 
Restore Defaults button to restore 
these settings to their facotry defaults. 



Click OK. Go to the desktop and close any open 
windows. 




i | Security | Privacy | I | | Programs • 



O I pandALTte> 



□ ' i 1 

□ Enable iolder view for FTP sites 
B En** Install On Demand (Internet Exp* 
Li 11 1 1 i W I 



3 Enable 



Cancel j ] 
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Frequently Asked Questions (continued) 



Why can't I access the Web-based configuration? (continued) 



Step 4 Check your IP address. Your computer must have an IP address in the same 
range of the device you are attempting to configure. Most D-Link devices use the 
192.168.0.X range. 

How can I find my IP Address in Windows 95, 98, or 
ME? 

Step 1 Click on Start, then click on Run. 

Step 2 The Run Dialogue Box will appear. Type winipcfg in the text field and 
click OK. 



Type the name of a program, folder, or document, and 
Windows will open it for you. 



□ pen: winipcfg 



OK 



Cancel 



Browse... 



Step 3The IP Configuration window will appear, displaying your Ethernet 
Adapter Information. 

■ Select your adapter from the drop down menu. 

■ If you do not see your adapter in the drop down menu, your adapter is 
not properly installed. 



IP Configi 



Ethernet Adapter Information 




Release All | Renew All | More Info >> | 



Step 4 After selecting your adapter, it will display your IP Address, subnet 
mask, and default gateway. 



Step 5 Click OK to close the IP Configuration window 
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Frequently Asked Questions (continued) 



Why can't I access the Web-based configuration? (continued) 



Step 4 (continued) Check your IP address. Your computer must have an IP Address 
in the same range of the device you are attempting to configure. Most D-Link devices 
usethe 192.168.0.X range. 

How can I find my IP Address in Windows 2000/XP? 



Step 1 Click on Start and select Run. 
Step 2 Type cmd then click OK. 



-j— i% Type the name of a program; Folder^ document or 
:£ / Internet resource; and Windows will open it for you. 



Open: cmd 



OK 



Cancel 



Browse. 



Step 3 From the Command Prompt, enter ipconfig. It will return your IP 
Address, subnet mask, and default gateway 



D:\WINNT\system32\CMD.EXE 



Microsoft Uindows 2000 [Uersion 5.00.2195] 
<C> Copyright 1985-2000 Microsoft Corp. 

D:\>ipconf ig 

Uindows 2000 IP Configuration 



B 



Connect ion— sp 
IP Address. . 
Subnet Mask . 
Default Gatew 



pecific DNS Suffi 



: 192.168.0.174 
: 255.255.255.0 
: 192.168.0.1 




Step 4 Type exit to close the command prompt. 
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Frequently Asked Questions (continued) 



Why can't I access the Web-based configuration? (continued) 



Step 4 (continued) Check your IP address. Your computer must have an IP address 
in the same range of the device you are attempting to configure. Most D-Link devices 
use the 1 92.1 68.0.X range. 

Make sure you take note of your computer's Default Gateway IP Address. The Default 
Gateway is the IP Address of the D-Link Router. By default, it should be 1 92.1 68.0.1 . 



How can I assign a Static IP Address in Windows XP? 

Stepl 

Click on Start > Control Panel > Network and Internet Connections > 
Network connections. 



Step 2 See Step 2 for Windows 2000 and continue from there. 

How can I assign a Static IP Address in Windows 2000? 



Step 1 Right-click on My Network 
Places and select Properties. 

Step 2 Right-click on the Local 
Area Connection which represents 
your network card and select 
Properties. 



Highlight Internet Protocol (TCP/ 
IP) and click Properties. 



_l ^Search 


-^Folders 


fill m <6 X *» I H- 


Address | Jj] Nebworkand Dial-up Conn 












Network and Dial-up 
Connections 






Type: LAN Connexion 
Sbabus: Enabled 







General | 
Connect using: 

| B$ D-Link DFE-530TX PCI Fast Ethernet Adapter 

Configure | 

Components checked are used by this connection: 
*' j.J> File and Printer Sharing for Microsoft Networks 
•* T Network Monitor Driver 



3 



J 



Transmission Control Protocol/Internet Protocol, The (default 
wide area network protocol that provides communication 
across diverse interconnected networks. 

<* Show icon in taskbar when connected 
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Frequently Asked Questions (continued) 



Why can't I access the Web-based configuration? (continued) 



How can I assign a Static IP Address in Windows 2000? 
(continued) 



Click Use the following IP Address and 

enter an IP Address that is on the same 
subnet as the LAN IP address on your 
router. Example : If the router's LAN IP 
address is 192.168.0.1 , make your IP 
address 1 92. 1 68.0.X where X = 2-99. 
Make sure that the number you choose is 
not in use on the network. 

Set the Default Gateway to be the 

same as the LAN IP address of your 
router (192.1 68.0.1). 

Set the Preferred DNS server to be the 

same as the LAN IP address of your 
router (192.1 68.0.1). 



Internet Protocol (TCP/IP) Propert 



You can gel IP settings assigned automatically if your network supports 
this capability. Otherwise., you need to ask your network administrator for 
the appropriate IP settings 



Obtain an IP address automatically 
* Use the following IP address: 

IP address: | 192 . 168 . 0 .65 

Subnet mask: | 255 . 255 . 255 . 0 

Default gateway: | 192 . 168 . 0 . 1 



C Obtain DNS utomatically 

(* Use the following DNS server addresses: 

Preferred DNS server: | 192 . 168 . 0 

Alternate DNS server: I 4.2.2 



The Alternate DNS server is not needed or enter a DNS server from your ISP. 

Click OK twice. You may be asked if you want to reboot your computer. Click 
Yes. 



How can I assign a Static IP 
Address in Windows 98/Me? 

Step 1 From the desktop, right-click on the 
Network Neigborhood icon (Win ME - My 
Network Places) and select Properties 

Highlight TCP/IP and click the Properties 
button. If you have more than one adapter, 
then there will be a TCP/IP "Binding" for 
each adapter. Highlight TCP/IP > (your 
network adapter) and then click 
Properties. 



^^^^ 



Configuration | Identification | Access Control | 

"he following network components are installed: 
|© Client for Microsoft Networks 
9 D-Link DFE-530TX PCI Fast Ethernet Adapter (Rev A) 




Primary Neiworl Logon 

j Client for Microsoft Networks 



File and Print Sharing... 
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Frequently Asked Questions (continued) 



Why can't I access the Web-based configuration? (continued) 



How can I assign a Static IP Address in Windows 
98/Me? (continued) 



Step 2 Click Specify an IP Address. 

Enter in an IP Address that is on the same 
subnet as the LAN IP Address on your router. 
Example : If the router's LAN IP Address is 
192.168.0.1, make your IP Address 
1 92.1 68.0.X where X is between 2-99. Make 
sure that the number you choose is not in 
use on the network. 

Step 3 Click on the Gateway tab. 

Enter the LAN IP Address of your router 
here (192.168.0.1). 

Click Add when finished. 



Step 4 Click on the DNS Configuration tab. 

Click Enable DNS. Type in a Host (can be 
any word). Under DNS server search order, 
enter the LAN IP Address of your router 
(192.168.0.1). Click Add. 



Step 5 Click OK twice. 

When prompted to reboot your computer, 
click Yes. 

After you reboot, the computer will now have 
a static, private IP Address. 



| Advanced | NetBIOS \ 
m | Gateway | WINS Configuration IP Address ' 



An IP address can be automatically assigned to this computer. 
It your network does not automatically assign IP addresses, as 
your network administrator for an address, and then type it in 



IP Address: |192.16B. 



Subnet Mask: 1 255 . 255 . 255 . D | 



Bindings ] Advanced | NetBIOS 
DNS Configuration Gateway | WINS Configuration | IP Address 

The first gateway in the Instated Gateway list will be the default. 
The addreffiyorder in the list will be the order in which these 




Bindings | Advanced | NetBIOS 
DNS Configuration | Gateway j WINS Configuration j IPAddres; 
r Disable DNS 
Enable DNS 



1 192.1 68. D . 1 | Add | 



J 



Remove | 



Step 5 Access the Web management. Open your Web 

browser and enter the IP Address of your D-Link device in z= 

the address bar. This should open the log-in page for the 

web management. Follow instructions to log in and complete the configuration. 
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Frequently Asked Questions (continued) 



How can I setup my DI-824VUP to work with a cable modem 
connection? 



Dynamic Cable connection 

(i.e. Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast). 

Note: Please configure the router with the computer that was last connected directly 
to the cable modem. 

Step 1 Log into the Web based configuration by typing in the IP Address of the 
router (defaults 92.1 68.0.1 ) in your web browser. The username is admin (all 
lowercase) and the password is blank (nothing). 



Step 2 Click the Home tab and click the 
WAN button. Dynamic IP address is the 
default value, however, if Dynamic IP address 
is not selected as the WAN type, select 
Dynamic IP address by clicking on the radio 
button. Click Clone Mac address. Click on 
Apply and then Continue to save the 

changes. 



Connect to 192.168.0.1 


IJD® 







DI-824VUP 
User name: 
Password: 



0 admin 



l~l Remember my password 



D-Link 




DI-824VUP 



Home 



Advanced Tools Status 



WAN Settings 

; 1ease sesec the . j : i m ■ pi :> 



< r.ruiHi t in ''.mi r '"P 



0 Dynamic IP Address 

0 Static IP Address 

O PPPoE 

Q Dial-up Network 
O Others 

Dynamic IP Address 

Host Name 
MAC Address 

Primary DNS Address 
Secondary DNS Address 
MTU 

Auto- reconnect 
Auto-backup 



' i i' i i | i ,i in r i i iii 'i 

from your ISP. (For most Cable modem users) 
In hi i-i i l' in hi> il m c U 'i 1 i 

you by your ISP. 

Choose this option if your ISP uses PPPoE. (For most DSL 
users) 

To surf the Internet via PSTN/ISDN. 
PPTP and BigPond Cable. 



r 



(Optional) 



1 00 | - | 80 ~[ |C8 [\C2 ~[ | BP | - | 44 "| 
I Clone MAC Address I 



0.0.0.0 



0.0.0.0 



1 



1 1500 | 

0Enabled ©Disabled 
O Enabled ©Disabled 



O Q O 

Apply Cancel Help 
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Frequently Asked Questions (continued) 



How can I setup my DI-824VUP to work with a cable modem 
connection? (continued) 



Step 3 Power cycle the cable modem and router: 

First turn the cable modem off. Then turn the router off Leave them off for 2 minutes.** 
Next turn the cable modem on. Wait until you get a solid cable light on the cable 
modem, and then turn the router on. Wait 30 seconds. 

** If you have a DCM-201 modem, leave off for at least 5 minutes. 



Step 4 Follow step 1 again and log back into the web configuration. Click the Status 
tab and click the Device Info button. If you do not already have a public IP Address 
under the WAN heading, click on the DHCP Renew and Continue buttons. 

Static Cable Connection 

Step 1 Log into the Web-based configuration by typing in the IP address of the 
router (defaults 92.1 68.0.1 ) in your Web browser. The username is admin (all 
lowercase) and the password is blank (empty). 



Step 2 Click the Home tab and click the WAN 
button. Select Static IP Address and enter your 
static settings obtained from the ISP in the fields 
provided. 



If you do not know your settings, you must 
contact your ISP. 




□Remember my password 



OK | [ Cancel 



D-Link 




Step 3 Click on Apply and then 
click Continue to save the changes. 

Step 4 Click the Status tab and 
click the Device Info button. Your 
IP Address information will be 
displayed under the WAN heading. 




Advanced Tools 



0 Dynamic IP Address 

0 Static IP Address 

O PPPoE 

Q Dial-up Network 
Q Others 

Static IP Address 

a ; i : 
1' I I' 

ISP Gateway Address 
Primary DNS Address 
, : i =, - i , 

M , 



Chonseifi's apnon in s5!a;r: an ir address aciDt'dalsfaiiv 
from your ISP. (For most Cable modem users) 
Choose this option to set static IP information provided to 
you by your ISP. 

i. i ,» . i. 1 i i" [ 

To surf the Internet via PSTWISDN. 

. : - 



1500 

OEnabled ©Disabled 



o Q o 

Apply Cancel Help 
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Frequently Asked Questions (continued) 



How can I setup my DI-824VUP to work with Earthlink DSL or any 
PPPoE connection? 

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet 
300 from your computer or you will not be able to connect to the Internet. 

Step 1 Upgrade Firmware if needed. 

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest 
firmware upgrade information.) 

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip 
and hold down the reset button on the back of the unit for 1 0 seconds. Release it and 
the router will recycle, the lights will blink, and then stabilize. 

Ste p 3 After the Router stabilizes, open your browser and enter 1 92.1 68.0.1 into the 
address window and hit the Enter key. When the password dialog box appears, enter 
the username admin and leave the password blank. Click OK. 

If the password dialog box does not come up repeat Step 2. 

Note: Do not run Wizard. 

Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE. 

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP 
Address). 

Step 6 In the username field enter ELN/username@earthlink.net and your 
password, where username is your own username. 

For SBC Global users, enter username@sbcglobal.net. 
For Ameritech users, enter username@ameritech.net. 
For BellSouth users, enter username@bellsouth.net. 
For Mindspring users, enter username@mindspring.com. 
For most other ISPs, enter username. 

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless 
specified by your ISP, and set Autoreconnect to Enabled. 

Note: If you experience problems accessing certain websites and/or email issues, 
please set the MTU to a lower number such as 1 472, 1 452, etc. Contact your ISP for 
more information and the proper MTU setting for your connection. 
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Frequently Asked Questions (continued) 



How can I setup my DI-824VUP to work with Earthlink DSL or any 
PPPoE connection? (continued) 



Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes, 
unplug the power to the D-Link Router. 

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem 
has established a link to your ISP, plug the power back into the D-Link Router. Wait 
about 30 seconds and log back into the router. 

Step 10 Click on the Status tab in the web configuration where you can view the 
device info. Under WAN, click Connect. Click Continue when prompted. You should 
now see that the device info will show an IP Address, verifying that the device has 
connected to a server and has been assigned an IP Address. 



Can I use my DI-824VUP to share my Internet connection provided by 
AOL DSL Plus? 



In most cases yes. AOL DSL Plus may use PPPoE for authentication bypassing the 
client software. If this is the case, then our routers will work with this service. Please 
contact AOL if you are not sure. 

To set up your router: 

Step 1 Log into the Web-based configuration (192.168.0.1) and configure the WAN 
side to use PPPoE. 

Step 2 Enter your screen name followed by @aol.com forthe user name. Enter your 
AOL password in the password box. 

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything 
higher than 1400. 

Step 4 Apply settings. 

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the 
router. Allow 1 to 2 minutes to connect. 

If you connect to the Internet with a different Internet Service Provider and want to use 
the AOL software, you can do that without configuring the router's firewall settings. 
You need to configure the AOL software to connect using TCP/IP. 
Go to http://www.aol.com for more specific configuration information of their software. 
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Frequently Asked Questions (continued) 



How do I establish a VPN connection between two DI-824VUP 
Routers? 



Step 1 Log into the web based 
configuration of the router by typing in 
the IP address of the router (default: 
192.168.0.1) in your web browser. By 
default the username is admin and there 
is no password. 



Connect to 1 92.1 68.0.1 



DI-824VUP 
User name: 
Password: 



S admin 



I I Remember my password 



OK 



Cancel 



Step 2 Click the VPN button on the left 
column, select the checkbox to Enable 
the VPN, and then in the box next to Max. 
number of tunnels, enter the maximum 
numbers of VPN tunnels that you would 
like to have connected. 



D-Link 





High-Speed 


l.4G»z wireless Router 


VPN Settings 




Setting 
Method 


NetBIOS broadcast 
■.1a ■ _■•;..•■ ; ■■ 

ID Tunnel Name 


0 Enable 
Enable 
§□ 






Step 3 In the space provided, enter the 
Tunnel Name for ID number 1 , select IKE, 
and then click More. 



jD-Link 




High-Speed 2.4G Hz Wireless Router 






DI-824VUPj 




Advanced 


Tools Status Help 




VPN Sellings 






VPN 

NetBIOS broadcast 
ID Tunnel Name 


0 Enable 
□ Enable 

in 

Method 














2 


■ I LAN ■ 




Ike v||Mo reJ 






Ike v||Mo re | 






|,KE .v|Kej 


VPN 
















• 60 

Apply Cancel Help 
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Frequently Asked Questions (continued) 

How do I establish a VPN connection between two DI-824VUP 
Routers? (continued) 



Step 4 In the Local Subnet and Local 

Netmask fields enter the network 
identifier for the local DI-824VUP's LAN 
and the corresponding subnet mask. 



D;Unk 




High-Speed 2.4G Hz Wireless Router 


DI-824VUPj 






Tools Status Help 






VPN Settings -Tunnel 1 








Tunnel Name 










Aggressive Mode 










: i . : :i\ 












m 








■ : ■ : i 










Re nalo Neirnasi. 










-": - : ; 3atf, a 












I I 








IKE Proposal index 


Select IKE Proposal... 








IPSec Proposal index 






VPN 






& O Q O 

Bade Apply Cancel Help 





Step 5 In the Remote Subnet and 
Remote Netmask fields enter the 
network identifier for the remote Dl- 
824VUP's LAN and the corresponding 
subnet mask. 



D-Link 



] VPN Settings - Tunnel 1 

Aggressive Mode 
Local Subnet 
Local Netmask 

M I, I' " 

Remote Netmask 

■nv, : j ;A([-rl-l-! 

r •■■ h • ■ : 

IKE Proposal index 
IPSec Propo- 



High-Speed 2.4G Hz Wireless Router 



255.255.255.0 



255.255.255.0 



Q O O O 

Bock Apply Cancel Help 



Step 6 In the Remote Gateway field 
enter the WAN IP address of the remote 
DI-824VUP and in the Preshare Key 

field, enter a key which must be exactly 
the same as the Preshare Key that is 
configured on the remote DI-824VUP. 

Step 7 Click Apply. 



D;Unk 




>4/>;PIub 

High-Speed 2.4G Hz Wireless Router 








Home 




DI-824VUPj 




VPN Settings - Tunnel 1 


Setting 








." :(! Nam - 


|MewVPN | 








Aggressive Mode 


□ Enable 








-: :a 8 : ei 










Local Netmask 










Remote Subnet 


192.168.2.0 








^ernetp fctraa: ■■ 
Remote Gateway 

; i.{ <a X-i \ : ; 


20.20.20.20 








IKE Proposal index 


Select IKE Proposal... | 








IPSec Proposal index 


Select IPSec Proposal... 




VPN 






O 0 Q © 

Back Apply Cancel Help 
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Frequently Asked Questions (continued) 



How do I establish a VPN connection between two DI-824VUP 
Routers? (continued) 



Step 8 The device will restart. Click on 
the Continue button. 



D-Link 




Step 9 Click on Select IKE Proposal. 




Step 10 Enter a name for proposal ID 
number 1 and select Group 1, 2, or 5 
from the DH Group dropdown menu. 



>4/r?l?lu£» 

High-Speed 2.4G Hz Wireless Router 




DH Group Encrypt a Time Life Time Unit 

n 

SHA1 v 0 

3DES 



3 □ h- v.; 

i^a n ^3 
n &3 
i° i i^"^ 

□ 

1° I [i^l 



Sec. w 
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Frequently Asked Questions (continued) 



How do I establish a VPN connection between two DI-824VUP 
Routers? (continued) 



Step 11 Select DES or 3DES as the 
Encryption Algorithm. 



D-Link 



Step 12 Select SHA-1 or MD5 as the 
Authentication Algorithm. 




VPF> 



|3DES v| |SHA1 v| 0 | | Sec. v | 

3DES . 0 

□ ^3 



3DES v SHA1 



Step 13 Enter a Lifetime value of 2800 
and then either select Sec. or KByte as 
the unit for the lifetime value. 



D-Link 




Home 

VPN Settings in 


Advanced 


Proposal 


IKE Proposal index 












ID Proposal Name 


DH Group 
















3DE s 






2 








3 DES 


SHA1 v 0 




3 








3DES 


SHA1 v 0 












3DES 


SHA1 v 0 




5 








3 DES 






6 
































Group 1 




3 DES 


SHA1 v 0 




9 








3 DES 


SHA1 v 0 




10 




Group 1 




SDES 


SHA1 v 0 






















Add to | proposal index 
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Frequently Asked Questions (continued) 



How do I establish a VPN connection between two DI-824VUP 
Routers? (continued) 



Step 14 Select 1 out of the Proposal 
ID dropdown menu and click Add To, 
which will add the proposal that was just 
configured to the IKE Proposal Index. 
Click Apply. 




Step 15 The device will restart. Click 
on the Continue button.Then click Back. 



D-Link 



>4//?I=>lus 

High-Speed 2.4G Hz Wireless Router 



The device is restarting... 



I 



Step 16 Click on Select IPSec 
Proposal. 




O & & O 

Back Apply Cancel Help 
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Frequently Asked Questions (continued) 



How do I establish a VPN connection between two DI-824VUP 
Routers? (continued) 



Step 17 Enter a name for proposal ID 
number 1 and select Group 1 , 2, 5, or 
None from the DH Group dropdown 
menu. 




DHOrouD Encap Encrypt Auth Life 

protocol algorithm algorithm Time Unit 

Eii^ [3~^ ^nT^ |» I l^] 

^ ^3 ^77^ Q ^ 



ESP V 3DES V 



None ESP 3DES None v 0 Seo. v 

S 1^3 □ — 

3DES - None v o 

[i^ ^3 ^77^ □ ^73 



Proposal ID - select on 



Step 18 Select ESP or AH as the 
Encapsulation Protocol. 




« al DH Group 




Encrypt 


Auth Life Life Time 


















1 1 Nona v 


ESP 


3DES 




|| None V 








II ^ v 


ESP 


3DES 


f^^l 1° 1 1^1 




ESP 


3DES 












| ||None * 








|| None I 


ESP 






Proposal ID 






' Proposal index 



Step 19 Select DES or 3DES as the 
Encryption Algorithm. 



D-Link 



Home QQgQStH]^! 

VPN Settings - Tunnel 1 - Set IPSEC Proposa 




|PSec Proposal index 

real n U(! »„. Erica 




pt Auth Life Life Time 



ESP v 3DES * 




f^H \^^\ L"l 1 

3DES v] ^77^ ^ ^ 
vj | ESP v 3DES v None v o Sec. v 

^773 Q ^777] 

^3 □ 

See.. 
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Frequently Asked Questions (continued) 



How do I establish a VPN connection between two DI-824VUP 
Routers? (continued) 



Step 20 Select SHA-1 , MD5, or None 
as the Authentication Algorithm. 




Step 21 Enter a Lifetime value and then 
either select Sec. or KB as the unit for 
the lifetime value. 



■ 



=roposal DH Group Encap 
Mame p protocol 




None v E SPv 




He E S 




(None ^ ^ 




| N one ^ S 




| N one ^ ^ 




|None ^ ^ 




| M one ^ S 




| N one ^ ^ 








| M ooe «j ^ 



Step 22 Select 1 out of the Proposal 
ID dropdown menu and click Add To, 
which will add the proposal that was just 
configured to the IPSec Proposal Index. 
Click Apply and the device will restart. 
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Frequently Asked Questions (continued) 



How do I establish a VPN connection between two DI-824VUP 
Routers? (continued) 



Step 23 Follow these instructions to configure your other DI-824VUP using the 
exact same settings for the IKE Proposal and the IPSec Proposal. Also make sure 
that Step 4 is configured to reflect the LAN settings for what is now the Local Dl- 
824VUP and that Steps 5 & 6 are configured to reflect the Subnet and WAN IP of 
what is now the remote DI-824VUP. 

Step 24 To establish the connection, open a command prompt and ping an IP 
address of a computer on the remote LAN. Once you receive replies the tunnel has 
been established. 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? 



You need to first configure your DI-824VUP router. 



Step 1 Log into the Web-based 
configuration of the router by typing in 
the IP address of the router (default: 
192.168.0.1) in your web browser. By 
default the username is "admin" and there 
is no password. 



Step 2 Click the VPN button on the left 
column, select the checkbox to Enable 
the VPN, and then in the box next to 
Max. number of tunnels, enter the 
maximum numbers of VPN tunnels that 
you would like to have connected. 



Connect to 192.168.0.1 



n 




DI-S24VUP 
User name: 
Password: 



S admin 



I I Remember my password 



OK 



Cancel 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 3 In the space provided, enter the 
Tunnel Name for ID number 1 , select IKE, 
and then click More. 




VPN Settings 


VPN 


0 Enable 




NetBIOS broadcast 


□ Enable 




Max. number oftunnels 
ID Tunnel Nam 




Method 



o o o 

Apply Cancel Help 



Step 4 In the Local Subnet and Local 

Netmask fields enter the network 
identifier for DI-824VUP's LAN and the 
corresponding subnet mask. 




o o o o 

Back Apply Cancel Help 



Step 5 In the Remote Subnet and 
Remote Netmask fields enter the 
network identifier for the DI-804V or Dl- 
804HV's LAN and the corresponding 
subnet mask. Click Apply. 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 6 The device will restart. Click on 
the Continue button. 



D-Link 



High-Speed 2.4GHz Wireless Router 



The device is restarting. 




Step 7 In the Remote Gateway field 
enter the WAN IP address of the remote 
DI-804V or DI-804HV and in the 
Preshare Key field, enter a key which 
must be exactly the same as the 
Preshare Key that is configured on the 
DI-804VorDI-804HV. 

Step 8 Click Apply and then click on 
Select IKE Proposal. 

Step 9 Enter a name for proposal ID 
number 1 and select Group 2 from the 
DH Group drop down menu. 

Step 10 Select 3DES as the 
Encryption Algorithm and SHA-1 as the 
Authentication Algorithm. 

Step 11 Enter a Lifetime value of 28800 
and then select Sec. as the unit for the 
lifetime value. 



D-Link 



I VPN Settings -Tunnel 1 



High-Speed 2. 4G Hz Wireless R 



□ Enable 

h^°°° I 

255.255.255.0 



• ... ,. , 

T : ii 'if; 

Preshare Key 
IKE Proposal index 
IPSec Proposal inde 



1, 



□ 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 12 Select 1 out of the Proposal ID 
dropdown menu and click Add To, which 
will add the proposal that was just 
configured to the IKE Proposal Index. 
Click Apply. 
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Step 13 The device will restart. Click 
on the Continue button. 
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High-Speed 2.4G Hz Wireless Router 



Step 14 Click Back and click on 
Select IPSec Proposal. 

Step 15 Enter a name for proposal ID 
number 1 and select None from the DH 
Group drop-down menu. 

Step 16 Select ESP as the 
Encapsulation Protocol. 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 17 Select 3DES as the 
Encryption Algorithm and MD5 as the 
Authentication Algorithm. Click Apply. 



Step 18 Enter a Lifetime value of 3600 
and then select Sec. as the unit for the 
lifetime value. 



Step 19 Select 1 out of the Proposal 
ID dropdown menu and click Add To, 
which will add the proposal that was 
just configured to the IPSec Proposal 
Index. Click Apply. The device will 
restart. Click on the Continue button. 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Next you need to configure the DI-804V or DI-804HV Router. 
To configure the DI-804V router: 



Step 1 Access the router's web configuration by entering the router's IP address in 
your web browser. The default IP address is 1 92.1 68.0.1 . Login using your password. 
The default username is "admin" and the password is blank. 



Step 2 Click on Basic Setup and then select Device IP Settings on the left. 



Step 3 Change the LAN IP address so 
that it is on a different subnet than the 
LAN oftheDI-824VUP. 

Step 4 Click Next until you reach the 
Save & Restart screen. Click Save & 
restart and then click Basic Setup once 
until the unit has rebooted. 

Step 5 Click on VPN Settings. 



DLink 




[DI-80M] 



UPH Router 

DEVICE ADVANCED SYSTEM „_,- 

* nam mitmm MTTIN6S TOOLS HtLr 



DEVICE LAM IP SETTINGS 

The device LAN IP address and subnet Mask settings 

IP Address: 1 192 _ |l t>3 . [l ' . |i 
IP Subnet Mask: |25S . |255 . |255 . |c 

< Back J I Next > 

NOTE: Please click Nexi 1 to accept the settings. 



Step 6 Name your VPN connection and 
click ADD. 

Step 7 In Remote IP Network and 
Remote IP Netmask fields enter the 
network identifier and corresponding 
subnet mask of the DI-824VUP's LAN. 

Step 8 In the Remote Gateway IP field 
enter the WAN IP address of the Dl- 
824VUP and make sure that the 
Network Interface is set to WAN 
Ethernet. 



Step 9 Verify that Secure Association is set to IKE and that Perfect Forward Secure is 
Disabled. 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 10 Verify the Encryption Protocol 
is set to 3DES and enter in your 
Preshared Key. 

Note: The Preshared Key needs to be 
identical to the one configured on the 
DI-824VUR 



Step 11 Leave the Key Life and IKE Life 
Time values at their default levels and click 
SAVE. 
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Step 12 Click Next and then click on 
Save & Restart. 



SAVE & RESTART 



To configure the DI-804HV router: 



Step 1 Log into the web based 
configuration of the router by typing in 
the IP address of the router (default: 
192.168.0.1) in your web browser. By 
default the username is "admin" and there 
is no password. 



Connect to 192.168.0.1 



D-Link DI-304HV 
User name: 
Password: 



E admin 



I I Remember my password 



OK ] [ Cancel 



Step 2 Click the VPN button on the left column, select the checkbox to Enable the 
VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers 
of VPN tunnels that you would like to have connected. 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 3 In the space provided, enter the 
Tunnel Name for ID number 1 , select IKE, 
and then click More. 
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Step 4 In the Local Subnet and Local | 
Netmask fields enter the network 
identifier for DI-804HV's LAN and the 
corresponding subnet mask. 




DI-804HV 

Broadband Hardware VPN Router 



Advanced Tools Status 



Tui W;i rii! 

LocgiSuDnat 
.0(5 S;liinasl 
Ftenmte Subriel 
P6fnt\i NSHlS*lf 

Presfcare Ke^ 

IKE Pi Dini!'.;ll irtfldx 

iFBee Froposal ind«: 



|*92.t6SjOJ) 



$ 9 0 i3 O 



Step 5 In the Remote Subnet and 
Remote Netmask fields enter the network 
identifier for the DI-804V's LAN and the 
corresponding subnet mask. 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 6 In the Remote Gateway field 
enter the WAN IP address of the remote 
DI-804V and in the Preshared Key field, 
enter a key which must be exactly the 
same as the Preshared Key that is 
configured on the DI-804V. 




Step 7 Click Apply and then click on Select IKE Proposal... 

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group 
dropdown menu. 



Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication 
Algorithm. 



Step 10 Enter a Lifetime value of 28800 | 
and then select Sec. as the unit for the 
lifetime value. 
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Frequently Asked Questions (continued) 

How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 11 Select 1 out of the Proposal 
ID dropdown menu and click Add To, 
which will add the proposal that was just 
configured to the IKE Proposal Index. 
Click Apply and then click Back. 

Step 12 Click on Select IPSec 
Proposal... 

Step 13 Enter a name for proposal ID 
number 1 and select None from the DH 
Group dropdown menu. 

Step 14 Select ESP as the 
Encapsulation Protocol. 





ID Pr(0OS*l N*i¥ii DHGHup EntflMllgi »* Aj.m ikiirilhirt UtTitfifr Lift "Tim* Urtil 
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Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication 
Algorithm. 
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Frequently Asked Questions (continued) 



How can establish a VPN connection between my DI-824VUP and a Dl- 
804V or DI-804HV Router? (continued) 



Step 17 Select 1 out of the Proposal 
ID dropdown menu and click Add To, 
which will add the proposal that was just 
configured to the IPSec Proposal Index. 
Click Apply and then click Restart. 




After you have configured both routers, you need to establish a connection. 

Step 1 Open a command prompt and 
from a computer on the internal LAN of 
the DI-824VUP and ping the IP address 
of a computer that is on the internal LAN 
of the DI-804V or DI-804HV, or vice 
versa. 



Step 2 Once you begin to receive 
replies, the VPN connection has been 
established. 



D: V>ipconf ig 

Uindous 2808 IP Configuration 

Ethernet .adapter Local Area Connection IBl 

Connect ion -a- pec if it DNS Suffix _ I 

IP Addreuu . _ _ ; 192.1&G.1.2 

Subnet JUiik = .255 .0 

beftiuU Ca.euay _ : 192.166.1.1 

D:\>ping 192.168.6.100 

Pinging 192.1.68.0.166 with 32 bytes of data; 

Reply (hr 192.168.6.166: bytes -32 tint -16ms TTL-126 

Reply f run 192.168.6.166: byte*. -32 tine<10ns TTL-126 

Reply Fron 192.168.6.166: bytes-32 t itte<10fl:_ TTL-126 

Reply Ffon 192.168,6.166: bytes-32 tifle<10n:_ TTL-126 

Ping statistics for 192.168.6.106: 

Packets : Sent - 4, Received - 4* Lost - 0 <0>f loss ) * 
Upprnxiiute round trip tint in nil li-see ends; 

Minimi* " Bits, Haxifwun - IBms, Average - 2ms 
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Frequently Asked Questions (continued) 



How can I set up my DI-824VUP to work with a DI-804V or DI-804HV 
router? (continued) 



Step 3 To view the Status of the VPN 
on the DI-804V or DI-804HV, click on 
Device Status. 

Step 4 From the Device Status screen 
click on VPN Status. 

Step 5 When the VPN has been 
established the Status will be Active. 
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VPN STATUS 
WAN Ethernet: No Connection Active 
Asynchronous: No Connection Active 

1 IF ICP 1 OG 

LAN IP: 192,166.0.100 , MAC: 00: 50: BA;C9: E5:3C 



How can I establish a VPN connection between my DI-824VUP and a 
DFL-300 Firewall? 



You need to first configure your DI-824VUP router. 

Step 1 Log into the web based configuration of the router by typing in the IP address of 
the router (default: 1 92.1 68.0.1 ) in your web browser. By default the username is "admin" 
and there is no password. 

Step 2 Click the VPN button on the left column, select the checkbox to Enable the 
VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers 
of VPN tunnels that you would like to have connected. 



130 



Frequently Asked Questions (continued) 



How can I establish a VPN connection between my DI-824VUP and a 
DFL-300 Firewall? (continued) 



Step 3 In the space provided, enter the 
Tunnel Name for ID number 1 , select IKE, 
and then click More. 




d & o 

Apply Cancel Help 



Step 4 In the Local Subnet and Local 

Netmask fields enter the network 
identifier for DI-824VUP's LAN and the 
corresponding subnet mask. 



D-Link 
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Step 5 In the Remote Subnet and 
Remote Netmask fields enter the 
network identifier for the DFL-300's 
Internal interface and the corresponding 
subnet mask. 
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Frequently Asked Questions (continued) 



How can I establish a VPN connection between my DI-824VUP and a 
DFL-300 Firewall? (continued) 



Step 6 In the Remote Gateway field 
enter the WAN IP address of the remote 
DFL-300 and in the Preshared Key field, 
enter a key which must be exactly the 
same as the Preshared Key that is 
configured on the DFL-300. 

Step 7 Click Apply. The device will 
restart. Click on the Continue button and 
then click on Select IKE Proposal. 



D-Link 




Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group 
dropdown menu. 



Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication 
Algorithm. 

Step 10 Enter a Lifetime value of 28800 
and then select Sec. as the unit for the 
lifetime value. 
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Frequently Asked Questions (continued) 



How can I establish a VPN connection between my DI-824VUP and a 
DFL-300 Firewall? (continued) 



Step 11 Select 1 out of the Proposal 
ID dropdown menu and click Add To, 
which will add the proposal that was just 
configured to the IKE Proposal Index. 
Click Apply. The device will restart. Click 
on the Continue button and then click 
Back. 

Step 12 Click on Select IPSec 
Proposal. 

Step 13 Enter a name for proposal ID 
number 1 and select None from the DH 
Group dropdown menu. 




Step 14 Select ESP as the Encapsulation Protocol. 



Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication 
Algorithm. 



Step 16 Enter a Lifetime value of 28800 
and then select Sec. as the unit for the 
lifetime value. 
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Frequently Asked Questions (continued) 



How can I establish a VPN connection between my DI-824VUP and a 
DFL-300 Firewall? (continued) 



Step 17 Select 1 out of the Proposal 
ID dropdown menu and click Add To, 
which will add the proposal that was just 
configured to the IPSec Proposal Index. 
Click Apply and then click Restart. 



Step 18 The device will restart. Click 
on the Continue button. 
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Next you need to configure the DFL-300 firewall. 



Step 1 Access the configuration 
screen of the DFL-300 by opening a 
web browser such as Internet Explorer 
and type the IP address of the DFL- 
300 in the address bar (1 92.1 68.1 .1 ). 

Step 2 Enterthe username (admin) 
and the password (admin). Click OK. 

Step 3 Click on Configuration and take 
note of the IP address that your ISP has 
assigned you. 
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Frequently Asked Questions (continued) 



How can I establish a VPN connection between my DI-824VUP and a 
DFL-300 Firewall? (continued) 



Step 4 Click on Policy and verify that RVfOTW 

you have an Outgoing policy configured, immlim 

If not, click on New Entry, accept the jgjg 
default values, and click OK. 



1 Inside Any Oufcidc Any AMY 



Office Firewall 
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Step 5 Click on VPN and then click m 
New Entry. 




Step 6 Give the VPN connection a name with no spaces. 



Step 7 Enter the network identifier and subnet mask of the Internal interface. 



Step 8 In the To Destination section, select either Remote Gateway — Fixed IP or 
Remote Gateway— Dynamic IP. Enter the WAN IP address of the DI-824VUP if Remote 
Gateway — Fixed IP is selected. 



Step 9 Enter the network identifier corresponding subnet mask of the DI-824VUP's 
LAN. 



Step 10 Enter a Preshared Key. The Preshared Key needs to be identical to the one 
configured on the DI-824VUP. 



Step 11 Select Data Encryption and Authentication as the Encapsulation and click 
OK. 
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Frequently Asked Questions (continued) 



How can I establish a VPN connection between my DI-824VUP and a 
DFL-300 Firewall? (continued) 
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After you have configured both the router and firewall, you need to establish a 
connection. 

Step 1 Open a command prompt and 
from a computer connected to the Inter- 
nal interface of the DFL-300 and ping the 
IP address of a computer that is on the 
internal LAN of the DI-824VUP, or vice 
versa. 



D:\>ipconf ig 

UindOus 2008 IP Configuration 

Ethernet adapter Local Area Connection IB; 

Connect ion-? pec if ic DNS Suffix , ; 

IP Addre^ . . . . ; 192.1*6 .1.2 

Subnet Hash : 255.255.255.0 

Default Cateuay - - . . ; 192.166.1.1 

D:\>pina 192.168. O.lBO 

Piii^imj 192.168,0.180 with 32 bytes of data; 

Reply fron 192 . 168 .0.100: bytes -32 t In* -iBns THj-126 

Reply fron 192.168.8.100: bytes =32 ti*ie<lBpii; TTL^126 

Reply Fron 192.168.0.100: bytes -32 tifl*<lBfl£ TIL -126 

Reply fron 192 . 168 .6 . IBB : hyte^-32 tine<lBn<_ TTL-126 

Piu^p Statistic:,- for 192 . 168 .6 .IfiB : 

Packete : Sent ■ 4, Received - 4„ Lost ■ B (B* loaa^ 
Appraxlnate round ti*lj* tine* in ni Hi-seconds: 

Hininun - One, Hexlnun - iflns> Averays - 2ns 



Step 2 Once you begin to receive replies, the VPN connection has been established. 
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Frequently Asked Questions (continued) 



How do I open ports on my DI-824VUP? 



To allow traffic from the internet to 
enter your local network, you will 
need to open up ports or the router 
will block the request. 

Step 1 Open your Web browser 
and enter the IP Address of your D- 
Link router (192.1 68.0.1). Enter 
username (admin) and your 
password (blank by default). 

Step 2 Click on Advanced on top 
and then click Virtual Server on 

the left side. 

Step 3 Check Enabled to activate 
entry. 




Step 4 Enter a name for your virtual server entry. 



Step 5 Next to Private IP, enter the IP Address of the computer on your local 
network that you want to allow the incoming service to. 

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select 
both. 



Step 7 Enter the port information next to Private Port and Public Port. The private 
and public ports are usually the same. The public port is the port seen from the WAN 
side, and the private port is the port being used by the application on the computer 
within your local network. 



Step 8 Enter the Schedule information. 
Step 9 Click Apply and then click Continue. 



Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual 
Server entries. 



Because our routers use NAT (Network Address Translation), you can only open a 
specific port to one computer at a time. For example: If you have 2 web servers on 
your network, you cannot open port 80 to both computers. You will need to configure 
1 of the web servers to use port 81 . Now you can open port 80 to the first computer 
and then open port 81 to the other computer. 
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Frequently Asked Questions (continued) 
What is DMZ? 



Demilitarized Zone: 

In computer networks, a DMZ (demilitarized zone) is a computer host or small 
network inserted as a neutral zone between a company's private network and the 
outside public network. It prevents outside users from getting direct access to a 
server that has company data. (The term comes from the geographic buffer zone that 
was set up between North Korea and South Korea following the UN police action in 
the early 1 950s.) A DMZ is an optional and more secure approach to a firewall and 
effectively acts as a proxy server as well. 

In a typical DMZ configuration for a small company, a separate computer (or host in 
network terms) receives requests from users within the private network for access to 
Web sites or other companies accessible on the public network. The DMZ host then 
initiates sessions for these requests on the public network. However, the DMZ host is 
not able to initiate a session back into the private network. It can only forward packets 
that have already been requested. 

Users of the public network outside the company can access only the DMZ host. The 
DMZ may typically also have the company's Web pages so these could be served to 
the outside world. However, the DMZ provides access to no other company data. In 
the event that an outside user penetrated the DMZ hosts security, the Web pages 
might be corrupted but no other company information would be exposed. D-Link, a 
leading maker of routers, is one company that sells products designed for setting up 
a DMZ 



How do I configure the DMZ Host? 



The DMZ feature allows you to forward all incoming ports to one computer on the local 
network. The DMZ, or Demilitarized Zone, will allow the specified computer to be 
exposed to the Internet. DMZ is useful when a certain application or game does not 
work through the firewall. The computer that is configured for DMZ will be completely 
vulnerable on the Internet, so it is suggested that you try opening ports from the 
Virtual Server or Firewall settings before using DMZ. 



Step 1 Find the IP address of the computer you want to use as the DMZ host. 

To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x 
or Macintosh operating systems please refer to Step 4 of the first question in this 
section (Frequently Asked Questions). 
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Frequently Asked Questions (continued) 



How do I configure the DMZ Host? (continued) 



Step 2 Log into the web based configuration 
of the router by typing in the IP Address of the 
router (default: 1 92.1 68.0.1 ) in your web 
browser. The username is admin (all 
lowercase) and the password is blank 
(empty). 



Connect to 192.1 68. 0.1 



•v1> 

DI-824VUP 
User name: 
Password: 




admin 



I I Remember my password 



OK Cancel 



Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable 
and type in the IP Address from step 1 . 



Step 4 Click Apply 
and then Continue to 
save the changes. 

Note: When DMZ is 
enabled, Virtual Server 
settings will still be 
effective. Remember, 
you cannot forward the 
same port to multiple 
IP Addresses, so the 
Virtual Server settings 
will take priority over 
DMZ settings. 



D-Link 




M33ZM Advanced " — 

DMZ 

DMZ(Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to 
the Internet. 



O Enabled ® Disabled 
IP Address 192:1 68. Q. [ 



4 4 o 

Apply Cancel Help 
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Frequently Asked Questions (continued) 



How do I open a range of ports on my DI-824VUP using Firewall rules? 



Step 1 Access the router's web configuration by entering the router's IP Address in 
your web browser. The default IP Address is 192.168.0.1. Login using your password. 
The default username is "admin" and the password is blank. 

If you are having difficulty accessing web management, please see the first question 
in this section. 

Step 2 From the web management Home page, click the Advanced tab then click 
the Firewall button. 

>4/>pius _ ~t 

High-Speed 2.4GHz Wireless Router 



Step 3 Click on 
Enabled and type in a 
name for the new rule. 
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Step 4 Choose WAN 
as the Source and 
enter a range of IP 
Addresses out on the 
internet that you would 
like this rule applied 
to. If you would like 
this rule to allow all 
internet users to be 
able to access these 
ports, then put an 
Asterisk in the first 
box and leave the 
second box empty. 



Advanced 



Firewall Rules 
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O Enabled O Disabled 



/ 6 

Source 
Destination 

. hec i. : 



O Allow ODeny 
Interface IP Start 



Protocol Port Range 



• - 

■ V 



3 C 
H C 



3 [j£L3 i \\ | 



O Always 
O From 



Time 1 00 v ;| 00 *[ ro 1 00 *| : |oo v| 
day : Sun v to Sun v 

o o o 

Apply Cancel Help 



Firewall Rules List 
Action Name 

Allow Allow to Ping WAN port 
Deny Default 
] Allow Default 



Source 
WAN* 



Destination Protocol 
LAN.1 92.1 68.0.1 ICMP* 
LAN,- 

192.168.0.1 

*,-1 92.1 68,0.1 *,* 



HI 

at 



Step 5 Select LAN as the Destination and enter the IP Address of the computer on 
your local network that you want to allow the incoming service to. This will not work 

with a range of IP Addresses. 

Ste p 6 Enter the port or range of ports that are required to be open for the incoming 
service. 

Step 7 Click Apply and then click Continue. 
Note: Make sure DMZ host is disabled. 

Because our routers use NAT (Network Address Translation), you can only open a 
specific port to one computer at a time. For example: If you have 2 web servers on 
your network, you cannot open port 80 to both computers. You will need to configure 
1 of the web servers to use port 81 . Now you can open port 80 to the first computer 
and then open port 81 to the other computer. 
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Frequently Asked Questions (continued) 



What are virtual servers? 



A Virtual Server is defined as a service port, and all requests to this port will be 
redirected to the computer specified by the server IP. For example, if you have an FTP 
Server (port 21 ) at 1 92.1 68.0.5, a Web server (port 80) at 1 92.1 68.0.6, and a VPN 
(port 1 723) server at 1 92.1 68.0.7, then you need to specify the following virtual server 
mapping table: 



[ Server Port 


Server IP 


Enable 


21 


192.168.0.5 


X 


80 


192.168.0.6 


X 


1723 


192.168.0.7 


X 



How do I use PC Anywhere with my DI-824VUP? 



You will need to open 3 ports in the Virtual Server section of your D-Link router. 

Step 1 Open your web browser and enter the IP Address of the router (1 92.1 68.0.1 ). 

Step 2 Click on Advanced at the 
top and then click Virtual Server 

on the left side. 



Step 3 Enter the information as 
seen below. The Private IP is the 
IP Address of the computer on 
your local network that you want 
to connect to. 

Step 4 The first entry will read as 
shown here: 



Step 5 Click Apply and then 
click Continue. 
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Frequently Asked Questions (continued) 



How do I use PC Anywhere with my DI-824VUP? (continued) 



Step 6 Create a second entry 
as shown here: 



D-Link 



Step 7 Click Apply and then 
click Continue. 



Step 8 Create a third and final 
entry as shown here: 






0.0.0.0 


Protocol 
TCP 21 /21 


Schedule 




□ Virtual Server FTP 


a i 


□ Virtual Server HTTP 


0.0.0.0 


TCP SO / 80 




an 


| ] Virtual Server HTTPS 


0.0.0.0 


TCP 443 / 443 




jn 


□ Virtual Server DNS 


0.0.0.0 


UDP 63/63 




j j 


□ Virtual Server SMTP 


0.0.0.0 


TCP 25/25 




J VI 


; ] Virtual Server POP3 


0.0.0.0 


TCP 110/110 




j til 


Virtual ServerTelnet 


0.0.0.0 


TCP 23/23 




j 


IPSec 


0.0.0.0 


TCP 500 / 500 




j .'j 


PPTP 


0.0.0.0 


TCP 1 723 / 
1723 




at 


; ; DCS1000 


M li li II 


' f . 3 




an 


DCS1000 


: : 


J, J ; 




m 



Step 9 Click Apply and then 
click Continue. 



Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the 
router, not your computer's IP Address. 
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Frequently Asked Questions (continued) 



How can I use eDonkey behind my DI-824VUP? 



You must open ports on your router to allow incoming traffic while using eDonkey. 
eDonkey uses three ports (4 if using CLI): 

4661 (TCP) To connect with a server 

4662 (TCP) To connect with other clients 

4665 (UDP) To communicate with servers other than the one you are connected to. 

4663 (TCP) *Used with the command line (CLI) client when it is configured to allow 
remote connections. This is the case when using a Graphical Interface (such as the 
Java Interface) with the client. 
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<$■ Enabled O Disabled 
|edonkey 



• Allow ODeny 
Interface IP Start 



Protocol Port Range 



H c 



v] | 192.1 68.0.100 



^\ | TCP v| [~4661- 4665 



O From 



Time 1 00 v.|| 00 V [ to 1 00 *.,| : |oo vj| 
day |sun v| to |sun v| 



Step 1 Open your web 
browser and enter the I P 
Address of your router 
(192.168.0.1). Enter 
username (admin) and 
your password (leave 
blank). 

Step 2 Click on 
Advanced and then 
click Firewall. 

Step 3 Create a new 
firewall rule: 
Click Enabled. 
Enter a name (edonkey). 
Click Allow. 
Next to Source, select 
WAN under interface. In 
the first box, enter an *. 
Leave the second box 
empty. 
Next to Destination, 

select LAN under interface. Enter the IP Address of the computer you are running 
eDonkey from. Leave the second box empty. Under Protocol, select *. In the port 
range boxes, enter 4661 in the first box and then 4665 in the second box. Click 

Always or set a schedule. 




4 J 

Appty Cancel 



Q 

Help 



Firewall Rules List 
Action Name 

A ■ ■ "i ¥10 Pi ; ifVA . 



I; 



Destination Protocol 
LAN.192.1fi8.ni ICMP* 



N 
00 



Step 4 Click Apply and then Continue. 
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Frequently Asked Questions (continued) 



How do I set up my DI-824VUP for SOCOM on my Playstation 2? 



To allow you to play SOCOM and hear audio, you must download the latest firmware 
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address of 
your Playstation. 

Step 1 Upgrade firmware (follow link above). 

Step 2 Open your web browser and enter the IP Address of the router (1 92.1 68.0.1 ). 
Enter username (admin) and your password (blank by default). 

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side. 

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a 
name (socom). Enter the IP Address of your Playstation for Private IP. 

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and 
Public Port. Click Always. Click Apply to save changes and then Continue 
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.. . ' : 



<S> Enabled O Disabled 



Protocol Type 
Private Port 
Public Port 

S he ' ' 



192.16B.0. |100 
| Both v I 



6869 



6869 



® Always 

O From Time | oo v | ; [oo~^| to | oo v| : |oo ^| 
day | Sun v~| to |sun v~| 



& & o 

Apply Cancel Help 



Virtual Server List 
Name 

□ Virtual Server FTP 

□ Virtual Server HTTP 
Virtual Server HTTPS 

□ Virtual Sen ■ 
Virtual Server SMTP 
Virtual Server POP3 

i u > i li. i 



Private IP 

0.0.0.0 

0.0.0.0 

0.0.0.0 

0.0.0.0 

0.0.0.0 

0.0.0.0 

: 0. : 



Protocol Schedule 

TCP 21/ 21 always 

TCP 60/80 always 

TCP 443 / 443 always 

UDP 53/53 always 

TCP 25/ 25 always 

TCP 110/110 always 

TCP 23/ 23 always 



a a 
as 
ii 
ai 
Si 
j .j 
as 



Step 6 Click on the Tools tab and then Misc on the left side. 



Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply 
and then Continue. 
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Frequently Asked Questions (continued) 



How can I use Gamespy behind my DI-824VUP? 



Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1). 
Enter admin for the username and your password (blank by default). 

Step 2 Click on the Advanced tab and then click Virtual Server on the left side. 

Step 3 You will create 2 entries. 



D Link 



Step 4 Click Enabled and enter 
Settings: 

NAME - Gamespyl 

PRIVATE IP - The IP Address of 
your computer that you are 
running Gamespy from. 

PROTOCOL TYPE -Both 
PRIVATE PORT -3783 



Click Apply and then continue 

Step 5 Enter 2nd entry: 
Click Enabled 

NAME - Gamespy2 

PRIVATE IP - The IP Address of 
your computer that you are 
running Gamespy from. 

PROTOCOL TYPE -Both 

PRIVATE PORT -6500 

PUBLIC PORT -6500 

SCHEDULE -Always. 

Click Apply and then continue. 




MM 



<& Always 

O From Time |oo v H oo *| ro 
day Sun v to | Sun v| 

o o o 

Apply Cancel Help 



IPSec 



HTTP 

PS 



...... 



TCP 21 121 
TCP 80/ 80 
TCP 443 / 443 
UDP53/53 
TCP 25/25 
TCP 110/110 
TCP 23/23 
TCP 500 / 500 
TCP 1 723 / 



jn 
an 
ai 
jti 
at 
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ai 
nan 



D-Link 





day Sun to Sun 



Virtual Server List 




0 

Apply 




Q 

Help 


Name Private IP 
Virtual Server FTP 0.0.0.0 


TCP 21 / 21 






at 


Virtual Server HTTP 0.0.0.0 


TCP 80 / SO 






a ei 


Virtual Server HTTPS 0.0.0.0 


TCP 443 / 443 






j-.'j 


iri. 1 ei DNS 0.0.0.0 


u :• - i ■ 5 






Ji 


Virtual Server SMTP 0.0.0.0 


TCP 25/25 






ai 


Virtual Server POP3 0.0.0.0 


TCP 110/110 






as 


Virtual ServerTelnet 0.0.0.0 


TCP 23/23 






ai 


IPSec 0.0.0.0 


TCP 500 / 500 






a ti 




TCP 1723 / 






ras 
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Frequently Asked Questions (continued) 



How do I configure my DI-824VUP for KaZaA and Grokster? 



The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing 
system. 

In most cases, you do not have to configure anything on the router or on the Kazaa 
software. If you are having problems, please follow steps below: 

Step 1 Enter the IP Address of your router in a web browser (1 92.1 68.0.1 ). 

Step 2 Enter your username (admin) and your password (blank by default). 

Step 3 Click on Advanced and then click Virtual Server. 

Step 4 Click Enabled and then enter a Name (kazaa for example). 

Step 5 Enter the IP Address of the computer you are running KaZaA from in the 
Private IP box. Select TCP for the Protocol Type. 

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under 
schedule or set a time range. Click Apply. 
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J Advanced [ , V 



■ : e \ . s : ■ feme? : y : = i =< a U'M sei ><j< i 



® Enabled O Disabled 



Name |kazaa ~ 

Private IP 192.168.0. 10c 



Protocol Type | TCP v | 

Private Port \e500 

Public Port | 6 500 
sdule Always 



O From Time oo : oo to oo v; :: oo v 
day |sun v| to |sun v| 



o o o 

Apply Cancel Help 



Virtual Server List 

Name 

v. Server i : 

Virtual Server HTTP 
. Virtual Server HTTPS 

Virtual Sen. Dr 

Virtual Server SMTP 

Virtual Serve 



Protocol Schedule 

TCP 21/ 21 always 

TCP 80/ 80 always 

TCP 443 / 443 always 

UDP 53 /53 always 

TCP 25 / 25 always 

TCP 110/110 always 



an 

HI 

a ii 
ati 
ae 



Make sure that you did not enable proxy/firewall in the KaZaA software. 
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Frequently Asked Questions (continued) 



How do I configure my DI-824VUP to play Warcraft 3? 



To hose a Warcraft 3 game, you must open ports on your router to allow incoming 
traffic. To play a game, you do not have to configure your router. 

Warcraft 3 (Battlenet) uses port 61 1 2. 

For the DI-824VUP: 

Step 1 Open your web browser and 
enter the IP Address of your router 
(1 92.1 68.0.1 ). Enter username (admin) 
and your password (leave blank). 



Step 2 Click on Advanced and then 
click Virtual Server. 

Step 3 Create a new entry: Click 
Enabled. Enter a name (warcraft3). 
Private IP - Enter the IP Address of the 
computer you want to host the game. 
Select Both for Protocol Type Enter 
61 12 for both Private Port and Public 
Port Click Always or set a schedule. 

Step 4 Click Apply and then Continue. 

Note: If you want multiple computers from you LAN to play in the same game that 
you are hosting, then repeat the steps above and enter the IP Addresses of the other 
computers. You will need to change ports. Computer #2 can use port 61 1 3, computer 
#3 can use 6114, and so on. 

You will need to change the port information within the Warcraft 3 software for 
computers #2 and up. 

Configure the Game Port information on each computer: 

Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you 
should see Game Port. Enter the port number as you entered in the above steps. 
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Frequently Asked Questions (continued) 



How do I use NetMeeting with my DI-824VUP? 



Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of 
STATIC PORTS. That means that each NetMeeting connection is somewhat different 
than the last. For instance, the HTTP web site application uses port 80. NetMeeting 
can use any of over 60,000 different ports. 

All broadband routers using (only) standard NAT and all internet sharing programs like 
Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or other 
h.323 software packages. 

The solution is to put the router in DMZ. 

Note: Afew hardware manufacturers have taken it on themselves to actually provide 
H.323 compatibility. This is not an easy task since the router must search each 
incoming packet for signs that it might be a netmeeting packet. This is a whole lot 
more work than a router normally does and may actually be a weak point in the 
firewall. D-Link is not one of the manufacturers. 

To read more on this visit http://www.HomenetHelp.com 



How do I set up my DI-824VUP to use iChat? -for Macintosh users- 



You must open ports on your router to allow incoming traffic while using iChat. 

iChat uses the following ports: 5060 (UDP), 51 90 (TCP), and File Sharing 1 6384- 
1 6403 (UDP) to video conference with other clients. 



Step 1 Open your web browser and enter the IP Address of your router 
(1 92.1 68.0.1 ). Enter username (admin) and your password (leave blank). 

Step 2 Click on Advanced and then click Firewall. 
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Frequently Asked Questions (continued) 



How do I set up my DI-824VUP to use iChat? -for Macintosh users- 
continued) 



Step 3 Create a new firewall 
rule: 

Click Enabled. 

Enter a name (ichatl). 

Click Allow. 

Next to Source, select 

WAN under interface. 

In the first box, enter an 
* 

Leave the second box 
empty. 

Next to Destination, 
select LAN under 
interface. 

Enter the IP Address of 
the computer you are 
running iChatfrom. 
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©Enabled O Disabled 



Name ichatl 

Action ©Allow ODeny 

Interface IP Start 
Source WAN 
Destination | LAN 
•c I.- 



Protocol Port Range 



□ c 



192.168.0.KM] I 
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O From Time | oo *|-|"' ' 
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Firewall Rules List 

Action Name 

V Allow Allow to PingW 

✓ Deny Default 
P3 Allow Default 



Source 
WAN* 



■ - 
LAN.1 92.1 68,1 
LAN,- 

1 92.168.0.1 
V1 92.1 68.0.1 



0 43 © 

Apply Cancel Help 

Protocol 
1ICMP* Ql 
3 1 
Hi 



D-Link 



Leave the second box empty. Under Protocol, select UDP. In the port range boxes, 
enter 5060 in the first box and 
leave the second box empty. 
Click Always or set a 
schedule. 

Step 4 Click Apply and then 
Continue. 



Step 5 

Repeat steps 3 and 4 enter 
ichat2 and open ports 16384- 
16403 (UDP). 
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Frequently Asked Questions (continued) 



How do I set up my DI-824VUP to use iChat? -for Macintosh users- 
continued) 



For File Sharing: 

Step 1 Click on Advanced and 

then Virtual Server. 



Step 2 Check Enabled to 
activate entry. 



Step 3 Enter a name for your 
virtual server entry (ichat3). 



Step 4 Next to Private IP, enter 
the IP Address of the computer on 
your local network that you want 
to allow the incoming service to. 



Step 5 Select TCP for Protocol 
Type. 

Step 6 Enter 51 90 next to Priva 
Port and Public Port. 

Sts p 7 Click Always or configure a schedule. 

Step 8 Click Apply and then Continue. 

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in 
the Sharing preference pane on both computers. 

To use the Mac OS X Firewall, you must open the same ports as in the router: 

Step 1 Choose Apple menu > System Preferences. 
Step 2 Choose View > Sharing. 
Step 3 Click the Firewall tab. 
Step 4 Click New. 

Step 5 Choose Other from the Port Name pop-up menu. 

Step 6 In the Port Number, Range or Series field, type in: 5060, 16384-16403. 

Step 7 In the Description field type in: iChat AV 

Step 8 Click OK. 




150 



Frequently Asked Questions (continued) 



How do I send or receive a file via iChat when the Mac OSX firewall 
is active? - for Macintosh users - Mac OS X 10.2 and later 



The following information is from the online Macintosh AppleCare knowledge base: 

"iChat cannot send or receive a file when the Mac OS X firewall is active in its default 
state. If you have opened the AIM port, you may be able to receive a file but not send 
them. 

In its default state, the Mac OS X firewall blocks file transfers using iChat or America 
Online AIM software. If either the sender or receiver has turned on the Mac OS X firewall, 
the transfer may be blocked. 

The simplest workaround is to temporarily turn off the firewall in the Sharing preference 
pane on both computers. This is required for the sender. However, the receiver may keep 
the firewall on if the AIM port is open. To open the AIM port: 
Step 1 Choose Apple menu > System Preferences. 

Step 2 Choose View > Sharing. 

Step 3 Click the Firewall tab. 

Step 4 Click New. 

Step 5 Choose AOL IM from the Port Name pop-up menu. The number 51 90 
should already be filled in for you. 

Step 6 Click OK. 



If you do not want to turn off the firewall at the sending computer, a different file sharing 
service may be used instead of iChat. The types of file sharing available in Mac OS X are 
outlined in technical document 1 06461 , "Mac OS X: File Sharing" in the AppleCare Knowl- 
edge base online. 

Note: If you use a file sharing service when the firewall is turned on, be sure to click the 
Firewall tab and select the service you have chosen in the "Allow" list. If you do not do 
this, the firewall will also block the file sharing service. " 
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Frequently Asked Questions (continued) 



What is NAT? 



NAT stands for Network Address Translator. It is proposed and described in RFC- 
1 631 and is used for solving the IP Address depletion problem. Each NAT box has a 
table consisting of pairs of local IP Addresses and globally unique addresses, by 
which the box can "translate" the local IP Addresses to global address and vice versa. 
Simply put, it is a method of connecting multiple computers to the Internet (or any 
other IP network) using one IP Address. 

D-Link's broadband routers (ie: DI-824VUP) support NAT. With proper configuration, 
multiple users can access the Internet using a single account via the NAT device. 

For more information on RFC-1 631 : The IP Network Address Translator (NAT), visit 
http://www.faqs.org/rfcs/rfc1 631 .html 
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Contacting Technical Support 

You can find the most recent software and user documentation on the D-Link website. 

D-Link provides free technical support for customers within the United States for the 
duration of the warranty period on this product. 

U.S. customers can contact D-Link technical support through our web site, 
or by phone. 

D-Link Technical Support over the Telephone: 

(877) 453-5465 

24 hours a day, seven days a week. 

D-Link Technical Support over the Internet: 

http://support.dlink.com 

When contacting technical support, you will need the information below. (Please look 
on the back side of the unit) 

■ Serial number of the unit 

■ Model number or product name 

■ Software type and version number 
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Warranty 



Subject to the terms and conditions set forth herein, D-Link Systems, Inc. ("D-Link") provides this Limited 
warranty for its product only to the person or entity that originally purchased the product from: 

■ D-Link or its authorized reseller or distributor and 

■ Products purchased and delivered within the fifty states of the United States, the District of 
Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an 
APOorFPO. 

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described 
below will be free from material defects in workmanship and materials from the date of original retail 
purchase of the product, for the period set forth below applicable to the product type ("Warranty 
Period"), except as otherwise stated herein. 

3-Year Limited Warranty for the Product(s) is defined as follows: 

■ Hardware (excluding power supplies and fans) Three (3) Years 

■ Power Supplies and Fans One (1) Year 

■ Spare parts and spare kits Ninety (90) days 

D-Link's sole obligation shall be to repair or replace the defective Hardware during the Warranty Period 
at no charge to the original owner or to refund at D-Link's sole discretion. Such repair or replacement will 
be rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be 
new or have an identical make, model or part. D-Link may in its sole discretion replace the defective 
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is 
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or 
replacement Hardware will be warranted for the remainder of the original Warranty Period from the date 
of original retail purchase. If a material defect is incapable of correction, or if D-Link determines in its sole 
discretion that it is not practical to repair or replace the defective Hardware, the price paid by the original 
purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective 
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is 
refunded, shall become the property of D-Link upon replacement or refund. 

Limited Software Warranty: D-Link warrants that the software portion of the product ("Software") 
will substantially conform to D-Link's then current functional specifications for the Software, as set forth 
in the applicable documentation, from the date of original retail purchase of the Software for a period of 
ninety (90) days ("Warranty Period"), provided that the Software is properly installed on approved 
hardware and operated as contemplated in its documentation. D-Link further warrants that, during the 
Warranty Period, the magnetic media on which D-Link delivers the Software will be free of physical 
defects. D-Link's sole obligation shall be to replace the non-conforming Software (or defective media) 
with software that substantially conforms to D-Link's functional specifications for the Software or to 
refund at D-Link's sole discretion. Except as otherwise agreed by D-Link in writing, the replacement 
Software is provided only to the original licensee, and is subject to the terms and conditions of the 
license granted by D-Link for the Software. Software will be warranted for the remainder of the original 
Warranty Period from the date or original retail purchase. If a material non-conformance is incapable of 
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non- 
conforming Software, the price paid by the original licensee for the non-conforming Software will be 
refunded by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned 
to D-Link. The license granted respecting any Software for which a refund is given automatically 
terminates. 

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software 
of D-Link's products will not be applied to and does not cover any refurbished product and any product 
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, 
or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case, 
the product is being sold "As-ls" without any warranty whatsoever including, without limitation, the 
Limited Warranty as described herein, notwithstanding anything stated herein to the contrary. 

Submitting A Claim: The customer shall return the product to the original purchase point based on its 
return policy. In case the return policy period has expired and the product is within warranty, the 
customer shall submit a claim to D-Link as outlined below: 



■ The customer must submit with the product as part of the claim a written description of the 
Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm 
the same. 
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■ The original product owner must obtain a Return Material Authorization ("RMA") number from 
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of 
the product (such as a copy of the dated purchase invoice for the product) before the 
warranty service is provided. 

■ After an RMA number is issued, the defective product must be packaged securely in the 
original or other suitable shipping package to ensure that it will not be damaged in transit, and 
the RMA number must be prominently marked on the outside of the package. Do not include any 
manuals or accessories in the shipping package. D-Link will only replace the defective portion 
of the Product and will not ship back any accessories. 

■ The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery 
("COD") is allowed. Products sent COD will either be rejected by D-Link or become the 
property of D-Link. Products shall be fully insured by the customer and shipped to D-Link 
Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held 
responsible for any packages that are lost in transit to D-Link. The repaired or replaced 
packages will be shipped to the customer via UPS Ground or any common carrier selected by 
D-Link, with shipping charges prepaid. Expedited shipping is available if shipping charges are 
prepaid by the customer and upon request. 

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the 
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The 
product owner agrees to pay D-Link's reasonable handling and return shipping charges for any product 
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined 
by D-Link not to be defective or non-conforming. 

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link's 
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse, 
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the 
documentation for the product, or if the model or serial number has been altered, tampered with, defaced 
or removed; Initial installation, installation and removal of the product for repair, and shipping costs; 
Operational adjustments covered in the operating manual for the product, and normal maintenance; 
Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; 
Any hardware, software, firmware or other products or services provided by anyone other than D- 
Link; Products that have been purchased from inventory clearance or liquidation sales or other sales in 
which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the 
product. Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this 
Warranty. 

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE 
PRODUCT IS PROVIDED "AS-IS" WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING, 
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FORA PARTICULAR PURPOSE 
AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY TERRITORY 
WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO 
NINETY (90) DAYS. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED 
HEREIN, THE ENTIRE RISKASTOTHE QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT IS 
WITH THE PURCHASER OF THE PRODUCT. 

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE 
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY 
FOR ANY LOSS OF USE OFTHE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, 
WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO, 
DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER 
FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENTOR COMPUTER PROGRAMS TO WHICH D- 
LINK'S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, 
OR INTEGRATED WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING 
FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY 
BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OFTHE POSSIBILITY OF 
SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS 
REPAIR, REPLACEMENTOR REFUND OFTHE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM 
LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT 
COVERED BYTHE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES 
ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR 
STATUTORY 
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some 
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how 
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited 
warranty provides specific legal rights and the product owner may also have other rights which vary 
from state to state. 

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered 
trademarks are the property of their respective manufacturers or owners. 

Copyright Statement: No part of this publication or documentation accompanying this Product may 
be reproduced in any form or by any means or used to make any derivative such as translation, 
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as 
stipulated by the United States Copyright Act of 1976. Contents are subject to change without prior 
notice. Copyright® 2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved. 

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio 
interference, in which case the user may be required to take adequate measures. 

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B 
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable 
protection against harmful interference in a residential installation. This equipment generates, uses, and 
can radiate radio frequency energy and, if not installed and used in accordance with the instructions, 
may cause harmful interference to radio communication. However, there is no guarantee that interference 
will not occur in a particular installation. If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the equipment off and on, the user is encouraged 
to try to correct the interference by one or more of the following measures: 

■ Reorient or relocate the receiving antenna. 

■ Increase the separation between the equipment and receiver. 

■ Connect the equipment into an outlet on a circuit different from that to which the receiver is 
connected. 

■ Consult the dealer or an experienced radio/TV technician for help. 

FCC Caution: Any changes or modifications not expressly approved by the party responsible for 
compliance could void the user's authority to operate this equipment. 

The Manufacturer is not responsible for any radio or TV interference caused by unauthorized 
modifications to this equipment; such modifications could void the user's authority to operate the 
equipment. 

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two 
conditions: (1) This device may not cause harmful interference, and (2) this device must accept 
any interference received, including interference that may cause undesired operation. 

IMPORTANT NOTE: 

FCC Radiation Exposure Statement: 

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled 
environment. The antenna(s) used for this equipment must be installed to provide a separation 
distance of at least eight inches (20 cm) from all persons. 

This transmitter must not be operated in conjunction with any other antenna. 
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Registration 



Register online your D-Link product at http://support.dlink.com/register/ 
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